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I. INTRODUCTION

The advent of digital
technology has
dramatically changed our
lives. Reportedly, India has
the second largest number
| of users of the internet
| (around 35% of the
population, with 451
million monthly active
users). Facebook, YouTube,
Twitter, Whatsapp, Instagram are few of the most
widely used social networking sites in the country.
Arguably, though this new media has undoubtedly
created an influx of opportunities, it has also
opened doors for an array of crimes against women
and children. A cybercrime has no proper legal
definition but it can be viewed as a conventional
crime (an act or omission which causes breach of
rules of law and counterbalance by the state) just,
through the internet. According to a report by the
National Crime Records Bureau, Government of
India, 11,592 cases of cybercrime were registered
in 2015 and 8121 persons arrested. More
specifically, the National Crime Records Bureau,
recorded nearly 3.78 lakh cases of crime against
women in 2018 alone.

The deeply patriarchal society in India has given
root to a plethora of cyber-crimes against women
and girls. We must see this online harassment as a
new expression of the gender-inequality and
discrimination that exists in the real world.
Recently, the “Boys Locker Room” incident has
triggered a nation-wide debate surrounding the
misogynistic mindsets of young boys and
consecutively, the safety of young girls in cyber
space. The National Commission for Women
(NCW) took up suo-motto cognizance of the
matter, leading to arrests. In such an ethos,
understanding cyber-crimes against women and
girls is imperative.
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II. LAWS AGAINST CYBER- CRIMES
IN INDIA

In India, there are two important legal frameworks
that deal with cyber crimes against women— The
Indian Penal Code(IPC), 1860 and The
Information Technology (IT) Act, 2000. The Indian
Penal Code acts as the supreme criminal law for
India, defining a large number of crimes, and also
setting their punishment. The provisions of IPC are
applicable to cyber-crimes through legislative
amendments and judicial interpretations.
However, the IT Act is a specialized law that only
addresses aspects of offences (even crimes)
dealing with the use of information technology.
The chief purpose of the Act is to create a safe
environment for the use of digital technology. The
2008 amendment of the IT Act further added new
offences / cyber-crimes. The IPC and the IT Act
complement and reinforce each other in addressing
cyber-crimes against women. The legal framework
for some major cybercrimes against women has
been explained herein:

1. Cyber Stalking

Cyber stalking is the most reported cyber-crime
against women. It refers to the act of maliciously
following and tracking a woman's online and
offline presence. For example, leaving unwanted
messages or emails that are harassing the victim.
Section 354D of the IPC, which defines and
provides punishment for the offence of stalking,
now includes cyber stalking within its ambit. The
crime attracts up to five years in jail and fine. The
landmark judgment in this crime was delivered in
the case of Yogesh Prabhu v. State of Maharashtra,
which marked the first conviction in a case of
cyber-stalking.
2. Cyber Pornography

Cyber pornography is defined as the act of utilizing
the cyber space to create, publish or disseminate

pornographic materials. While historically, the law
concerning pornography has been dealt through
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Section 292 of the IPC, with the offence of
'obscenity'. Furthermore, Section 354 A of the [PC,
added in 2013, regarding sexual harassment,
includes a man showing pornographic material to a
woman without her consent. In the IT Act, Section
67A provides an additional legal remedy. The
section prohibits the “publishing or transmitting or
causing to be published or transmitted in the
electronic form any material which contains
sexually explicit act or conduct, and treats such
acts as punishable offences”. The punishment for
cyber pornography under the IT Act provision is up
to seven years and fine. The case of Suhas Katti v.
State of Tamil Nadu (2004) marked the first
conviction for the crime of cyber pornography.

3. Cyber Voyeurism

The crime of Voyeurism (maliciously invading the
private space of a women without her consent)
becomes even more relevant in the current context
of digital media. Social media has allowed
photographs and videos to be taken quite easily
with our phones and just as easily circulated widely
through social media and pornographic sites on the
internet. The crime violently violates the bodily
autonomy and dignity of a woman. It is imperative
to note here that even if a woman has sent her
pictures or videos to her partner with consent, but
not given consent for such pictures or videos to be
circulated with third persons and later, these are
disseminated by her partner- this action falls within
the ambit of cyber voyeurism.

The offence is defined by Section 354C of the IPC.
Furthermore, the criminal law on voyeurism is
supplemented by Section 66E of the IT Act- which
punishes a Violation of Privacy with up to three
years imprisonment and fine. Furthermore, the
Indecent Representation of Women (Prevention)
Act, 1986also protects the modesty and dignity of
women in mass media forums through Sections 3,
4and 6.

4. Morphing

Morphing refers to the editing of an original
picture by an unauthorized user (without the
owner's consent), which is later re-uploaded.
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Morphed photos are made with the intent to
defame the victim and viciously malign her
character. This crime attracts punishment under
Section 43 (which includes acts of unauthorized
downloading/copying/extracting and destroying/
altering data) and Section 66 of the IT Act (which
spells out various computer-related offences).
Furthermore, the violator can face charges under
numerous criminal offences of the IPC such
asSexual Harassment (Section 354A), Public
Nuisance under (Section 290), Obscenity (Section
292A) and Defamation (Section 501).

5. Online Trolling or Bullying

Online Trolling or Bullying is the act of bullying a
person over digital media. This is usually an act of
intimidation and aggression from a person in a
superior place that aims to target, embarrass or
humiliate the victim. Since there is anonymity on
internet, bullies are often more empowered to
display their predatory behavior. Reportedly, India
ranks third in cyber bullying- after China and
Singapore. This offence is addressed under IPC
provisions of: Criminal Intimidation (Section 503,
506and 507). In Saddam Hussain v. State of M.P,
the accused had outraged the modesty of the
victim, video recorded the same on his phone and
used the same to blackmail her.

There are many other cyber-crimes against women
such as Email spoofing and Impersonation,
Sending Obscene or Defamatory messages.

III. CHALLENGES

Despite the existence of strong laws for the
protection of women and children, there are
glaring loopholes that are preventing effective
implementation of the same, these are:

1)  First and foremost, there is a major legal
lacuna (lack of specific clauses) in Cyber
law. The legal system has failed to define
Cybercrimes holistically, leaving space
for vagueness and loopholes. Recent
developments such as Trolling find no
place in the scope of cyber laws.

2) Cyber-crimes related to sexual
harassment of women and children are



3)

4)

5)

6)

IV.
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often not reported due to the stigma
attached to such crimes. Often, families
do not want to take such matters to the
police for fear of defamation by society.
Worse still, most perpetrators of such
crimes are known to the victims (and their
families), making legal action even more
difficult. Further, victims are often made
to believe that such crimes are their own
fault.

There is a general lack of awareness
about cyber-laws that enables predators
and leaves the victims without legal
respite.

Further, there is an under-reporting of
cyber-crimes i.e. online harassment of
women and child sex abuse in the India.
National Crime Records Bureau (NCRB)
of India does not maintain any separate
record of cyber-crimes against children
and woman. There are no official surveys
or reports establishing the real numbers of
this crisis.

With constant updates in technology (and
anonymity), it has become harder to track
down cyber-criminals since the police
forces are not well equipped due to lack of
dedicated cyber forensic laboratories.
Resultantly, it takes enforcement
agencies a huge amount of time to solve
such investigations.

Lastly, since most social media networks
are Foreign Service providers, there are
complications in cooperation during
investigations due to cross border issues.

ROLE OF LAW ENFORCEMENT
AGENCIES

Conclusively, there is a need for agencies such

as the Police to take a much more
proactive role in ending cyber harassment
on women. Some suggestions towards
this motive are:

The NCRB must record the number of
cyber-crimes against women and girls
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separately to actually aid in
understanding the magnitude of the crisis.
Further, official data and statistics will
help us in analyzing the performance of
law enforcement agencies.

Secondly, Police personnel must be
sensitized to effectively handle sensitive
cases with matters such as sexual abuse.
Further, they must be made aware of the
various provisions of cyber law through
workshops and seminars by experts. This
could also be done through including the
same in the curriculum training of young
officers.

Thirdly, there should be an effective
online forum for redressal of
cybercrimes. This will make the
complaint system quicker, cheaper and
more accessible for all. This method will
also help in preserving the privacy of
victims.

Fourthly, there is an urgent need to
modernize the system. This will include
improving current technology and digital
resources available to the Cyber Cells.
This action will enable the forces to run at
par with cyber-criminals and increase rate
ofarrests and convictions.

Fifthly, law agencies must aim to
effectively partner with International
Digital Platforms to ensure speedy
tracking of such criminals.

Lastly, the Police must aim to raise
awareness about cyber laws amongst
young girls and women. The force must
engage in trust-building exercises with
the public and assure their utmost support
and dedication.

While timely legal action will undoubtedly
act as a deterrent against such crimes, the true
solution for ending harassment against
women and children is attempting to end the
patriarchal and misogynistic system they
thrive on.
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