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INTRODUCTION TO CYBER CRIME

Computer 3R Internet %WW%W aﬁﬁﬁﬁﬁﬁ m@mgl GHTTTBTIT\P[ daily
life WEW 29 UR depend %I Technological growth 3R development H ol & BRI GHGTBTI'IB{W
opportunities P ﬁé FHH! :I?f % dfebd T Tt 31U Iy ?b_if financial 3fIR security threats W d R
3t 8 fores AR o SMmueh! U g1 e

Cybercrime TT "UI3&R 3URTY” Teh UHT WRT € S dld $© I8 H Aol ¥ 9T § 3R I8
'gﬁl'ﬂﬂ-ﬁﬁ internet g@nmaﬂ%raﬁ ARGl AT Bl 3UA Tue | W%I Hackers 3R spammers g1
cyber attacks & GRT T individual ¥ THR business TP PI g1 I8 damage Ugal Ahd 5|

Ya G Cybercrimes F effect T TIM BT Udh éT wIBT %’ & 3mue 3?% TR H knowledge Eﬁ)[
%ﬁ?%sﬂ chz;;t\\rer A 0 9T P WIZaR HIZH 1 81T 82 Cybercrime & UHR TTY &) cyber threats
avoid I

TSR URTY FAT 8 —

Cybercrime T Lessi| illegal activity % SR sroR1Y ®1 Siem <H & fog digital technologies
(Computer, Mobile, Internet) Pl use | forar T 33“ %1 Cybercrime T foedt person Ul nation I
security 3R financial health &1 §8T threat 8 Toal g1 IR Ul # faftm types &t criminal
activity e et 8 o identity fraud, data theft, viruses attack, online fraud, child
pornography SAIQ include gl

S crimes @1 HRA AT ORI B Cybercriminals FEd gl computing device Bl use o
dR ot afad &t personal information, secret business information 3R government information
Eal acc%ess TR BIRY HA |1 T T M Afdd Ht S-S internet TR Cybercrime R
dhdiel

I 3 Cybercrime & UHIG ¥ ST d16d 8, dl 3% AW 37 illegal activities BV identify
H1 984 important %’I gTdifds 31T & THd 8% country & O 394 cyber laws % 3R s Aue &
foea cyber securityaﬁ "t Heg Ad |

TSR PISH &b ISII0T

I different types & Cybercrime B list < A B-

1. Thiefs T Social networks person Gl identity Eal illegally HTtd HRd § dIfd a8 fake id
B JHDT misuse B b |

2. Online transaction fraud Ht Cybercrime ®T U §8d9 example §1 3 &g ddid ¥ fobar o
Tl g R criminals 3Ma% plastic card D1 details BT collect HXD 3HTUD bank account I
el HR & B

3. Malicious software (adware, spyware, computer virus, etc.) Eal develop Xl g1 39 distribute
HRAT H Cybercrime & Sfaifd Smar g1

4. ?ﬂT permission & foat person Yl organization & Copyright content ®I use BT Ut crime

I

5. Social media UX 3 person & against CIE] inappropriate post Ul indecent comment HXAl
i IR SR B

6. Y JAM (illicit goods) o drugs d guns ! online purchase Il sell HIAT i Cybercrime &1

feea g
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7. Child pornography ST T1 3YHT TAET TR BT T 4 TR TrgaR SoR1Y B |

8. fodit copyrighted f%d T Software @I copy 3HYUdl use DAl ar ot form @i |

9. fomrfoait prior approval & BRI AT bl spam emails distribute XTI

10. Computer 3R network ®T access gain B DI PIRL HAT AT system B crash BT
Cybercrime gl

IIEEES 3URTE BT GBI — Classification of Cyber Crime

Cybercrimes @Y crime & subject & base TR classified {1 SIdT 81 3T SMYR W TZER HIRTY 1
T < Aftri § foram:

o Individuals o RIQTH STORTY
« Organizations & RITATH SHURTY
« Society % RATT® 3oRTY WA §

1-Individuals & f&@TE ruRTY
A AE & crime Tt person BIRCS Gl properties & against % 9d 8 P SfAIfd oA ardt

main crimes & examples g 8-

Unauthorized Access: 5§ &1 person foait computer system, network EITW@:% fdd & online
resources TR unauthorized T8 ¥ TgdH &1 HIRIRT FxaT € dl IY SN Ugd Hal ol g
Unauthorized access @R SfaeiTd aTH & ol gER oAfad BT SeT Ui - AT 34 JH UM UgdH &
I ¥ fpar aman g

Online fraud: ¥ fraudsters & U Ya IUANT d-iid & forad @ computer 3R internet B T
weapon & ¥ H use B g1 Online fraud TR & ORI RIP & 3R 3TH TAR dGIdd! 8 @l g
ERCY 23?% &1 reason HI MBI personal information Eal IR 3R Y oUA BRIE & fo SwETd
AT I

CyberStalking: internet services & use I fordt person & against dR-dRR harassment HIAT Cyber
Stalking B8 g1 $YP A cybercriminals RT victim @ follow &1, harassing emails BT,
39 social media H threat BT 3?111? RUIE ] %I

Hacking: S9®1 3 g, fomit computer device ffIﬁGE{ information/data T erase AT change X Gl
Hacking 31151 & THT Cybercrime ®! T&¥ common form g1 T THT-3HT =Y H g Tbell & forad
virus attack ¥ WHR password hacking do dd Xl I g

Plastic Card Fraud: U& &5 # 310 %3 R Online transaction ®Xd i1l Afth STH-gH®R T 3T
H internet U 394 Credit card T Debit card @1 information reveal ®X ¢4 ¥ 3{TT trouble H s qohd
HEIH &T%CI electronic transaction @1 secure T8l ®Rd & Al ATUD! card details BT hackers GRT T
S b dl .

Spoofing: Y U1 a1 B, S hacker's T genuine user & ¥U T U B U¥dd H gl Spoofing
%W JUTNT computer & access UTE HRA 31R infected links & §RT malware e & g faar S
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Identity theft: SIld scammers 3D personal 3R financial information @V IR HYX use Bl I
identity theft ®8d &1 Tf¢ 31T social sites TR T FFHRY BT public HRA 8 Al 3MTS Y T §H &I
AR §¢ ST g |

2-Organizations & feae rRTY

ST & SR H AT it CE| companies 3R organizations 3UT online growth DI AB
3F focus BN 81 T T 8 o cybercrime T U USAT B 1 $© TBT WIZR 3URTY O TGRATST &
e fard ST 3 318”0 5-

Data breach: T T THT cyber attack & forem faft business o private 3R sensitive information @1
unsecured environment ¥ release ®X f&AT ST §1 Data breaches ¥ aUm™l 3R IT™ @@
Iuiadrsit & fafid el & THa I3 US Wb 5|

Cyber terrorism: 34 dic & crime Tl T/ BT Government, military installation, power plants,
banks, telecommunication network SdTG & against {3 14 81 A TS traditional terrorism &1
T 3ftrd Wﬁ’cﬁ%l B cyber attacks, domestic & ATl international TR # off f&d S %I

Warez distribution: &3l organization G4l copyright properties @I duplicate version §dIh 3
release @R T warez distribution & 3fcid 31T 81 A warez material T commercial software &1
pirated version g gParg|

Denial of service (DoS) attack: T Tdh THI cyber-attack AESERER organization & computer
resource T server H Sa-] request T traffic send f3raT ST ©, foR 98 handle T8 &R UTdT 31R crash

_Eﬁ STl %’I Resources & crash ﬁ S ¥ authorized user 39 service P access -"-léT HR U sﬂﬁ 39
HU P! ST JHUH IH USaT g |

3-Society & fQETF =Ty A 3
™ cybercrimes St qﬁ society B effect B & I% IaIe0 14 feu 7w 8 fora-

Child pornography: 2P AT child sexual acts B describe TT show HIAT through films,

pornographic websites. & 3T child pornographic material Eal computer 3R internet & use ¥
download 3R transmit & ot ST I AT §1 ST GFATHR § =i &1 T MU A 3R
PTG IR & fAIT internet T SUANT SG T &1 S 36T 5 |

Online gambling: fordt oft g &1 ?@Tﬂﬁﬂ Yl betting O internet & 1Y computer T mobile &
JUINT I Wl SME 3 online gambling HEd g1 3 & AT online gambling T business gd-l de
IH1 § [ ST F3 aE B! problem TSI E3 &1

Selling illegal article: 319 internet IR F3 THT auction websites &, S banned 3R illegal products
&I A BT 9T @ B ST NG & crime @Y emails & gRT 4} fosar Smar 3 @ st 9 product
feam 1 § Forg 18 H1=ual T 781 6 |

Forgery: Al & 1Y fraud B & intent I fraudsters, documents, stamps, legal certificate,
contract, currency notes 3G DI Adhdt HIUT (counterfeit copy) ol a7l AP 3farar faddt 3=
fad &1 Uga &1 YA &A1 Ui forgery B

Spamming: 3 & AT commercial advertisement & HIETH & AR & A1y spam bl A %I
Mg Urg HY i Q@ messages Ul mails 3Md Eﬁﬁ ford bumper offers 3R -_-|'s£—-_-|'$c ave Pl schemes
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3 ST BTt STeRur & N HET A I § iR 3(UAT U1 S99 BIol | 3 8d B A IS el giat
feh scammers 3MTH! BIM & forw VI ore fasrd 21

SENCHERIREIY type CREIE]] Cyberspace ﬁﬁ@w% online crimes lﬁﬁﬁﬁﬁﬁ%
oM IR TRIE 3B R AT B Bls SHBRI ol Bl | ST IUIRT A I S 31U 39 IR SIS
9 3P T B DI DR

Cyber Criminals 3| Categories

Cybercriminals 38 SIS g S technology T use HPb malicious activity DI 3O 3 g
T & P P! intension That fad a1 HUT Dt personal data/information gRIhY I profit

enerate BT Bldl 81 Cybercriminals & types 3R 39! technique &) THFH I 3T 37X &9 Tbd
%I ISR TR & common types Hinclude &:

Hackers Gﬁ? Crackers

Computer 3R network &I security P! break A & ﬁ*ﬂl Elﬁla?g’ TP BRI hacking %I BRI
IRE & BT B & AU Hackers TH computer program Eal develop PP targeted system UX attack
Hd 81 Crackers forsit computer system | IﬁTrEZ data @I steal 3R modify Hd %I d system Cal
damage HRA & AT viruses 3R worms @1 4 insert 1t B B

Scammers

Y B emails 3R messages % HIOH ¥ MTUHT track HIA &1 Profitable 3R attractive
T dTef fraudulent scheme & S 7 IR AT B Old &1 Scammers I UEA thousand emails
address @1 collect HId % 3R R G% 9 dig & spam emails send fea Trﬂﬁ%l

Phishers

gfe ot smoe! Ut phone call 9l message 3T FIH T claim a1 AT fah 3TUHT account
expire AT block Bl a1 § 3R §H 3MTIH! U message Ul g TN attached link TR click HRP 3T T
R q T B AHd 81 T 39 phishers B technique B & FTIH T IS believe FRM & b T FH=A
3T fore Rt ]

Internet Stalkers

T cybercriminals gId % S foret person ®1 online activity @ TIIR monitor HRd %I
SRR U8 R T 3% 1Y social networking sites TR relation build B4 8 3R 3T fayRT Sfidd §1

Udh dR 3 stalkers afru@“%r 3D important information Wﬁﬁlﬁﬂ% ﬁv_ﬂﬂ?? Eﬁ?ﬂ% blackmailing
BT I Y AR RYd B AT HRA § 1 7 W AT Fga1 Hf = I B

IR Wl A A 9919 B

SR ¥R Y Cybercrime & S+ AR types TGDHR §H lﬁ?ﬂ nervous B Td % U D] %
& &9 online U;\P[ TRE ¥ secure et gl MU Y HH ft scam B v & T A Cybercrime |
prevention Tl §91d B ﬂéT knowledge 63[ Gﬂ'ﬂﬂﬁ%ﬂﬁm T T bl %I

BIEEGIERII] prevention tips B follow PP 3T Cybercrime victim 99 ¥ 59 9 &,

1) Internet Cybercrime & types | Ya @1 educate B W 3T 3 YT online crimes & Ul aware

FA B
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2) oid I 3T emails check WQ% E:PTZIT messenger UX chatting W@ﬁ?ﬁw Ht unknown person
& GRT Vol message # attached link TR click ®%d d&d careful Xg 1

3) Web UX navigate Hd THT 3TTH! phony websites P! avoid B BT SR % EIRCIRE] personal
information & foQ QE_(ﬁ g1 frddt +ft R @) THFE F AT Search engine ®[ use B Y YD
correct web address TR ¥5Td B |

4) Safe surfing P B AT TSB! online shopping P dad W careful QGDI CARSESTG! %I
Shopping site IR payment information B! enter B J U8 AISC & aR A ?ﬁ@r investigation A

5) od payment page UX g1, o 310 browser H lock symbol &I T B T indicate BT % fo
site 3TUP! information P safe @ & fe1T encryption @I use HRA 81 Site B address TR A Y 1 e
1 T URL “https://" & ST HEI “http://" T al start T 2

6) Firewall software ®T use ®<| & T network security system g o computer/network 3R internet
& o9 traffic Bt monitoring HAT 8 3R intruders AT gHUfSAT & gl

7) Antivirus program 1 JUANT HX 1Y g1 3T system Ea updated T | e hackers & U 30
system 3R information do access U B3 &b ?h_if Rk Eﬁﬁ%l

8) T unsecured wireless network TR transit B & &R ) hackers 3(TU®T data access R Tbd
g1 3y G%ﬁ router TR firewall @1 enable ®X 3R router & administration password Eal change XAl
S{TARYD & |

9) Short password gl X9l easier BIdT & Sl Y% birthday, middle name, mobile no. UX TR 81
R 59 UBR & password @I break HRAT hackers & o oft easy BT %I Strong password 3{TUh!
account & secure &= H A Wﬁ%l

10) &Fq:ﬁ&%;rsonal information @I online post TR ¥ 9 3R sensitive information S — security
number credit and debit card number @1 share T @1 fardit 1Y link TR click = a1 faosdt ot
application I download I & ERM careful I3 |

11) BHR Cybercrime & Ufd alert I8 Fifar A SHR TU-TT BT I AT DT 30T FRAIGR F41d 2 |

12) fret +ft TR online scheme FRTH 3muds T2 e a1 B8 T12Y fora &t a1d &1 718 81 399 foegpd
ft fayrr T &2

YRd A Online Frauds ®! Report gl H?

HYRA W cybercrimes 3R online frauds & cases feA-UfafdT sga & o %8 & afehT § @rT S
Cybercrime victim & d 89 R & $S 3P PR ol Uld| A UD! gdr BT Ay b
cybercrime & against complaints Il report &Y file B ST |

Cyber crime complaint @I MY Indian government %Cyber crime portal § @R online
submit @ Hd g1 TTB AT HRA & ATHT T S cities & cyber cell q%qz 81 A cybercrime
department & dF F online 3R offline &t S aTclt complaints ¥ deal FRA 7

T PIS ATUD! fake profile TAHI I illegal 3R unlawful activity BT § A MUD! I
cyber crime investigation cell Cal report dxAl g1 3 cyber police @ call ff HR T&wd B Report file
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FH I Ugd AP formal complaint T 8 R crime & against @ facts 3R details & 1Y
evidence AISIE g =TI

gfe 319 918 af National Cyber Crime Reporting Portal & Helpline Number — 155260 UR call
Mt AR Tavd g1 Al 3T 31U TR | HING Cyber Cell & R W SAT dT8d & d YRd A HIS[G Cyber
cells @1 list G |

Cyber Cell

Cyber Cell U fquria fAem g < Cybercrime ¥ related cases @I handle &l g1 IT act
2000 3 & §1G India & ATHT I T3 cities H I cyber cell BT open foam T UT| T fqumT off
criminal investigation department ¥ 3ferid & M 8 U 3 9% internet ¥ related criminal activity

¥ gEl B T 2.
Cyber Crime Law

Technology & IR EIE_Cﬂ IR dependency & DHRUT 3T & JHY Cyber law Gl importance
9gd 31w 9¢ gDl 81 Cybercrime & fa¥g TR A laws gH fardlt 1}t @€ & digital crime ¥ protect
FRA 81 URA A Cybersecurity laws B J[BATd IT act 2000 B AR HIP BT T M| T law Sl
different types & crime ®1 cover fdar T M|

IT Act T IERT:

E-transaction %%EWWWW [

Digital signature DI WHR HRA & 1T 3 valid signature aﬁmﬂfﬁwﬁl

Bankers GﬁT@ﬁ organizations 1 electronic accounting book TG4 B legal recognition culll
Online privacy 3R Cybercrime | protection Uald T |

B]FITﬁ? T act%ﬂﬂﬁﬁ%aﬁsﬂﬁaﬁwmm@Tﬁawffalmostﬂlﬁ online
activity Od under 3 T T S g afe gm digitally grow ®X-l IEd € o gA cyber security
risk @1 HH BT G| Cyberspace Bl secure B & ALY CAGGRNIRIRIEIN

URA A 39 cyber law &I I HUER AURTY, AT el B! AR, 3R FAG b -
< I g1 aTell URATUST &1 AH1 8 | SHdb ATl cyber criminals & AT fafid THR & IT act sections
91 77U B fSap Sfarfd ! punishment &t ST 31
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BANKING AND CARD RELATED FRAUDS

3frers afh earust

37T TRt T ST hieh Tl gET Al HEAT & TR arel e, Yoit, IT 3T FEIRT Y
ST Y olelT (FTAAT 1) e sue (Bank fraud) Sgelldl &1 $Heh 37eITdT, 316 81 3791 I fohely ek ar
3 [T TEATT Fgad/adia STHTRATT & &eT UTed 3T 3 d& Fue &

f3fcer od-¢aT & Sgd ek & & 37dEc A UGSl &l =AU ool & 61 g, gl IR
el T ¥ dh 3¢ (Bank account) ¥ 3(AT8Sd ofelesT (Unauthorized transactions) &l
&1 50 3ifeToee Wis, RRfScd Wig IT A WIS & IRATST & TS &l §hY TS JFHESe &
giee gl e 398 3 [Adre od gl

iR

59 TR Al Uhed & o) Bic | IRT ThIIHR STl SIdl & 3R IRT WH & offerd a1 eg |
3R ABC PIc B B Ot g 1 I YHR FBRAT (Phishing) 1 8FH (Hackers) §RT $ERAT W AH !
JINTZT (Fake Website) AT SHA (Email) & HTYEH ¥ I Joi & 1Y B AT SRASTSH (scams) Bl
Eh??[ %I forad dg I CARERIRCIEEAR] (personal information) CARIREEIS| (scams) & HIYIH q xR

g dl criminal activity g foraet help I hackers f&} user @1 sensitive information S 1
password, credit card numbers, bank account T ®I3 financial detail B Bt HIRY TR § | Ell
hackers TR trick use @R § A web and programming experts Bd ® | TR activity & fo
hackers tricks ®T use ®Xd © and fake email, chat message Gl help Y 3MUP details O @
password, account numbers I @ﬁ financial detail A @1 HIAYA HA § | ERCRIIGI phishing A
3P TH bogus website URL Gl EE Wt use B ST TH & FOIIH 3TUDT information T enter HA
¥ e FeT o § | 3T website 3G B THIAT & B! T8 Tal website § | 39 website H sensitive
information Tex &R ¢d § | TH IR 3T IH! information & &d & IT send B &d € dl dl 3AUH
account ¥ financial fraud P J&bd % |

Lar (i

SPOOF &I HAdAd gIdT ¢ dAdel 9gard 31 SPOOFING &I Add BIdT g el Jgdred &l
FEAAT FaAT| Tl $f hogfeienere MSTH & o\ F A 2 FoR 8Id § YT 3R RArR| sadt I
39T I & S I U3 Hdr § 31K T8 ShieferT REaTr & Aerdy &1 ofeheT o7am 8 3R 3mg ATt
379 Tgrdlef T HTef Y IEHHT & §S SABNAUA TR Thlel FHleh I STAATS Y ot § eAfehed el T
¥ it oY 3TTIRT a8 SIS NS &F Ael &l all

TIhaT Teh O Gisharr § ToTeet HsT 310a1T el Igatel TUTeh Tohdll leholl Tgllel ol Teh HIEh
HT TG SEIATA Fleh JTTRT ITeTd SHIHAT &l § 3R 3P dcol H 3T I 3TN SHIHAT I
oIdT & [orgeT ag AFHAT dlieh & STAHATA I ThdT 6|
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TYIT T TEH F3T HAT Tg & 1 38H R&ATR A1 e (5@ aror @ gg g )
EHRAT TET HH I8 ¢ I g INRTSIeTer T T SHIFLNT gTTcT 3 IgT & STd1h dg source sTehell icT ¢ |
TG &1 SETATS STASNT FHTST e, BIETHET Fa AT FHal-Hell [ AF AASTT & v fhar Srar g
oifeheT IS $ft HROT &Y TYIHIT Ueh FISH &

TIhaT T HeToll TTer 7T 3 SIET ITIT & ST foh 3TTT-3700T e TAehelet &eFeieh ol SEAHTS il & |

1. IP spoofing 2. Caller ID spoofing 3. Email spoofing
4. ARP spoofing 5. Content spoofing

Pfee, Sfde o1 dRayS) 3R 3y 93 HA 99 IPd 8

3TSThel A T T AT 3R F18 I F IJodd gl oo dhf T 7 Feprasr v
sigre IR T ¥ 999 & AU sSEC #18 & SIRU UHC aRd &l &P 1 a7 31 FHer Hir
ST 3T (Credit Card) 31X 3fdC &S (Debit Card) HlSE gl &1 afheT &S Ioic #AUs Tt &
AT FE T T3 615 o 55 W &I 1S UEUS! # 7 FUH 3P TS W UG AT AFBRI Y
aﬁgﬂﬁa%lwmwmﬂw@ﬁWmaﬁa@mméﬂéﬂmﬁ$mﬁm
ST ]|

TS PTS Bl TSR R P T Fraae fafia ae-ie! &1 STAT Hd &

* fRPIAT: 57 e & wis 3R 15 WRIT & aad & @ & gFeer &7 #7fa  3tg
FcH # eI Soleelel e WA g1 W # J9 FoR el T el & [T 18 9 & §
dl -l & 3T gEas AR FS A FII AR S Hiddl Fo¥ AR vergurll s @9 @
ST Bl §Tg H 3ictellsel ol & folv Jok &I Seal 3¢ed & TdATe fohar Srar g 3R
38 IHEC ¥ 48 337 faw o §

* TRBIT: ST IS PR T ASel e, HIS HaT, HAET 3 TFAIRAT 3T S Ser &gt § 397
ﬁ%lﬁﬂﬁﬁﬁﬁﬁ%ﬁ?gﬁﬁ%waﬁwmymwmmm
X od g1 3TF 91 T 3% IJPEe ¥ ¥ e W S £

* FAAMSHA 3Tk HIS FT & PCAhe HIS Fol AT AT §l FHIS Folled A & ToIT a1
Ugel THITAT aTell T AR 1S T SR of od &1 HD 16 $H SATelehRT &l Teh GEY
FS H TER Y &AT AT &1 36 TR 3Y[Celshe H15 IR gl SIIar § 3R 3@ IRT 44 397
foT s £

* YesT AT 39 JaR & M § o g7 foel v # va FAIRfa €8 R eue 98 @
BB MY §RT STl M aTed O R yar & & ford amuast Suferdi & qadie &1 @ 8 aon
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IMad O BT uar o 8| 39 UHR B STSMAD Bl B AChA W AUDI TG B DI DIRR
FA ¢ AT ATIDT DS bR P SreT T O, W) Fax 77 ot 21

* TITHT: TIfEaT veh BRFT ¥ Srae cafdaera gl (cfreft) T HER R gAY is T fovar
ST &, S 3YIRTRATIT BT 3eAhl SATABRT AT TEHTI o (=11 UIGTUET ATell JTHTSET IR el TG 7 o
SATATE S A & JHF TS | THHT 3662 ITAITRATIT 3 foIT 37961t saferaerd Sraer geTge AT G|
Ueh IR UTETYET ATell JTHTSE X ShiST IS AaR, Sob WIAT JE&IT AT ITHTS ST SATASRT &of el & §1G
98 TRl & I8 uge Sl & et yanT ax 98 vl fafkr Jear g wed © |

* PICIP AT $HD ST AT GRT YD Y AIGCIIR (el S & ford Fei o 2
f9a gRT MU gRT faEd R CRY & o B o R 98 e & 9 ugd o o | 59
UHR OF B P35 AR TRIGAR! S & a0 A4l e [ex, U9 s &t W <89 aad

2 98 TP AT B A V9 8 AT 8 TAT 98 AN WIS BIRGIH AUCRR §RT X 93 ATdTst
q% ugar & ST B | S9 Bled H SUAEl AMGR Bl Sesrel §RT SYANT &) Iua! faRkm

THA UEAT T & |

* TR ofik fafRRimT: R & W 79 & w1erd & uga &1 9k} A §, St aRafde |id § Ueid gl
e, vafes fARM A TR o1 THuHTY &1 UGN Hd §U HidSd W9 & H1ed ¥ uds, fUT a1 sidrde
FeR ST & BT B B |

* R Wy Wwis: sue Siavid ST UG HEgd HURex I Tl g JHT0T & 91 Hudh axdl
2 3R gelidoe W F1E ) aea & o) SwRpie yam axar 21 gelide R o &) < & a8
3{ToRER 3 Ha R &I FAferg e 31 8 R o a1E 9t ST aHe- &= & g i) =18
RAT a9 B R uT BT B

TdiuH &M 3ur™g

e ATM IT POS AMNT W TETH FIS FT STIATT Fd THT I 1T F s Hi
FAR I o

o 39T WA/FS Sced FIT fhdT & AT IR AT HL

o 39 HE5 W FIT PIN AT fordd

e 3 PIN & dR W F3 39a 993, B, 33 IT PR & A9 dT SEAATA AT
ETy

o 3TeA TIOIRIA HIG HT ASC H ¢ IT WA 30l I G

o TAUH H HUAT TSl YE A & Ul ¢W o foh MU U T8 ey o el
g
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o TATH I POS A SEIAT I FHY His AfAgeer, flc AT 3R et
afther & Taue @

o 3R TATH ), <icflt ar efaRa fowdt @ Y oredl aRE oI o 8 9ohdl § 1 fvdl 3 &1
ST qTell S8 WP fSasy 4od fbar &1 59 o B STe™ arell S8 &l
ST WHadR 3|

o Had 3T WY b S TATH BT STANT BT 314d 8| 9P 3T, TETH ¥ qex FHber arad
et e Bl Ace A A o |

5 TRAPS SET BY FRAUDSTERS AT THE ATM

1. T dm

eI FRI &Y 31U fU 1 U g & forg A== a1 Wit SiTel R fSurm o Hahar 2
STl ¥ Pits TR MM I ok G off Ib dAT ol 31 39 fUT STed @ 98 $aN #
Rafs 81 ST B |

2. P18 PR

T USRI &1 HTS e Wie TR WITT a1 STl 8 Mfdls 31U H1S Bt Gah 19 Ug! I DRI
&I ufafert SIS ST 9 |

+ Y} Tdie: Ife Tic disT 4R a1 TTad ol 8, o Gt GHTeHT § ardfde &1 & SR Ue Sifaled sre
X Wile @R |

+ STl Wie: afe Tic ST aTa a1 el §, 31 al & fob T Bier wiies feasa § S 3y &re
P AT H I G |

3. TMcexY HY

Y 3 T § O TEITH =1 § IT 96 g | TS 3TUDT BIS 31ehl AT TToTaed § IS THRIT 3N
g A 9 YS! FEIA PR D ford Hed ©| WY S Y Sfiearel W1 81 Fdd © ol
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YD TSTIAT B A9 TR ATUD BTe dI ANT T 3MUPD Ble P SR Feal P A8 W)
Il PRSP SHHT GOUAN TR APhd o | Faferd Pl oM =fdd | Ferar =81 ol
AT |

4. 99 &1 I BT URafad e

g UdT ST 4TST OfRed 81 Ihdl g aifeh Tabel! G U3} ave o el i &) R BT 8
FifP T8 3P e IR WG 3 | 3T YIRAaTST 31U O & -y U it @ gavd § |

5. THA PHUS

Ig ARATAD HIUS & WY IR W11 | G PIUS TR P IR Wl a7l &, aF 01 U Gof 7 1|
Tars araytfrai
* YRIGT AISEY BT ITURT BN Haa 3-MUT & {I7¢ TRYg, UMY FIE WY | "gHDT ITUM A J

Ugd T3 BT qYdT B I BT 18 T SR Had 34 R WIAGRT HY, S IR Fldhe aR Ihgs
(THTHTH) § | STSVR & URL STa & S9TQ H icp Riad & HTEH 311 Uga b1 o Jobell §

Wﬁﬁﬁ@ﬂﬁ%ﬁ@,http'%ﬁﬁm’ https’WﬂWWW%ﬁﬁ’s’stands
for Secure | 39® faiad, AT H< & 9 fawed R faas 7 w3 I fodt off W1ge W sius w16 &
f3aRUr ) TRwH & U PedIR| e il Frge & YaH - RieiReTs &) f S =g, St
g AU BT & {3 ST e AG BT MU 1 &l B §U YA & g fsang 1

* TE-aTIRY IHEAUR: 3T AAIIR § T & o 30 FER 3R WREHIH WR TE-aRRY iR
R B AT B! TR H Tl & | 3T ISR YU LR W 39 B TR UG &1 IR BT Tl
T AT Y+ SeeTel R Tobd &1 8P AT, 3T FEHH R TR W o Hiage IRl g1 &
fRufa o amue! QR U ¥ e &l e 37 # gei sArar g |

* WA guId: deaTsel W TR HRA T cvv ARy T § Agaqu § TAT AU &1 T fog
81 39D AT BIEID AT Y T & [T TP aG3d PIare BT STANT B |

* AP qT5-BTg: SRRIET Aead a1 FraoHe ds-Bls BT YN H- F a1 A1y Fifs I
3TATE A B UgaH &1 918 & HIHa! & oY S aga g |

* e & Y USHwwur H3: U8 TP 95d & HEaqUl dHeH § Fifes S amuen! fpeht oft sffemed &1
e o1 T § FpRl & Qe THYATH B gRT I & | IfE UBT Hiesel 9% 98¢l 7RI
2l 9 P UG AT HIERA TR uSc BT H a1e T |

* AT TS HY: FHT IS HfSAT TSl 3R 3T S WIdl  SeT JRem YAfdd o & forg anr
33T B 3R YA Higsd BF W MU UHas! Bl TUgd B3 A 5 Flfh 37hT IUTNT RISl
R fpaT ST g dar gl

* UTdS Jga: Uga Bl AR &I THIGT Dl HH B P (ol THI-JHY UR 370 URITS Sead g |
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* T3 PTs: I8 U AT Sfae BT § S AR &) WUfiE HTS Bt STFBRI USH gt &l § 3R
Teh o1 97 48 H¢ & 1S THI 81 ST 81

Tparsy FaR® U™
g $o Sifafad Qraufai aars 7S § o 3 ag YRfa &R uewd § [ smus 18 R 3|

* fagwor 9 ganrg: Ff oft sroe e, Hdidt a1 urias foesht &1 ot 7 Sart gRfda & e S aa @
THUHTY &1 5a1d 7 & off He@qul SAfadiTd a1 H1s O Taiferd faaron & forg yzd &1 #13 off d a1 e
HTS HH B I1 B & TINT TEH! U BT 1 [9av0] o & o Sifiwa el g

* Y WeHew: Fafid TU I 30 d& I1 e TS WeHcy TR S difds 314 U8 &1 IRt & ey
T ot oft Srfergd ATe 1 Ual T b SR dd I R AT HR b |

* STUIT MR FeNT: g a1 Ugia Ul R YFAd & fs fApa gRiare Pl R M R =g o
ST ST @ S8t 31T 38 8] 3% Yhd il BTe Bl SbR T J Hid) 3R IR} 8 Tobell 71 3T
3faTTaT, 3 fagharsit & 1Y TER B off Fru-Tem w18 T o7 ITUNT o ¢ | BTaifch YA )
F U T Fu-gem 1s S 61 §, Afch g8 Uy s eianes! & SifAH &) Ag@qul U 9 HH
B H AGE PRI |

HTS g B IR T YRATUS! AT e A & A H, §a 1 BT Terdl & ged JHaH
B RUIE B 3R TS DI 3A8G B ¢ | 3P o, YAAT X {6 31U% U1 30 I HT ek DA
R 21 96 B TP 0 U AT AN NRATES) B GIAT < TATIE Y et THIATEIR o R
&1 ot gae ol g |

Ife ¥ T e & R SIaTe el a1 8, df e ifUeR) | Tudh Y1 Al 30 o & iR
d% ¥ ﬁ’sﬁ yfafear ﬁ?ﬁ?ﬂ %, al RBI GRT ﬁ'ﬂaﬁ dfT AU ¥ Tub B (https: /www.rbil
Org.in/commonman/English/Scripts/Against-BankABO.aspx) | aﬁa‘s’ma@ﬁw Eﬁ\_rﬂ?ﬂ%, GIEGIRU
& oY <rTerd &1 eaTSl Wewey |
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INFORMATION TECHNOLOGY ACT 2000

AT de-ie AfAFTH (GTHTIHRE Saidre Tae- 2000) HR T9¢ gRT TR T Sifafad
8 Sl 17 31a¢aR 2000 HI TR §3MT1 27 3(aER 2009 HI U BIVUN gRT 3 TG foar w1 g
debilep BITA 9 SIFaRl 2000 DI U fohal 7T UT| 30 SFHGRT 1997 Bl TG Y BT SR THeedt H
TRATd WRSAT 51/162 GRT AT d-iidb Bt TG e (TR ZAges A% HHIRMA 3ifth SexvHa
TS |l % A 3 ST ST §) URT fhT ST & 918 YT a1 I, 2000 HI U H3AT ffard g1
YT| S 1Y BI 5 (aHrael H Hd1g & SHGH-UaM & o1t Y1 deb-lep a1 SISl &b SIAHTS bl Th
T Hgd foar M § SR it <=1 ¥ 38 U &1 i 1 T8 81 AT ddHid B, 2000 B
TREATEAT B 81 8% QY Qe 1 B! HIdT 31 1 a1d SR 8, Sl SAdel-h BIAY & R & 7T
8 3R Foraw GEefl & SMeM-UeH & e a1 dd-iid &1 WIS 311 8| Sadel e By Yo &
MEH-UEH 3R IqPb TG & U HRTST SMemd Hiedlf & faswed & U § Iaaci-e [ &1
ST BT ¢ | 3IY WBR G § +ft SaigeiHe Areny § Sxdidel o EM-UeH JHd 81 gl
g 3R 3feTH Oa dls, 3T TSy Uae 1872, 9HY YT UASY Tae 1891 iR Rold d& 3ifw
31 Tae 1934 3{YdT T UIe A1 Wi U ¥ g et ft wrm F =nem § ot 37 gwade &1
YN g1 Hahdl |

Y Y Bl SR THEC! 4 30 SR 1997 DI UG VAT YIHRSLH/51/162 & T8
GAISCS ARE HHIRM 3 A ¢S dl gRI SrgHITed Hisd ol 39 soiaeie Sy Gadci-d
S O Y& Sex HTH) BT U A € 39 S | it 3 9 95 e 3T A1 § b
I & ATEH-USH 3R IYP YU & e TS 3Menia Areqdl & fdbed & U H S HI ST
TE! dd-ip! & Tafd dis Hf S I a1 I TRNTAT PR T5I d 395 WaUH! BT T I8, difds
Tt G & & THEuar o g | I ddd BT 2000 17 SFEER 2000 DI i T 1T S99
13 3eamal B fauad $o 94 URTE §1 27 HALER 2008 B 3 HFA &I U "IN gRT IRNFAT fawam
AT 39 5 TRaRT 2009 &1 R I AN fobar 1am, oI dgd e 2 &t 4RI 3 | SAdei-d
THIER Pt 18 fSfored sxer &1 718 &t T3 | 39 forg oRT 2 # IuWs (W) & 1Y ITWS (TIN)
D SST 7T, S G & HIHH B IReAT BT & | 3B AR, a1 & A1 § dreqd Marsd B,
forddt 1 g o1 Afdana feforea wenm an fhr gl 81 9o &, o Irerd @ foreht oft avg ot fafaa
Trft, e, siifeat a1 TR 1 ueTia, TR a1 T § GIR RIF dd UoT o Yl g
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uR=rg

MYAF BT BT eI A AZeR HFA BT Yo FHER 3R Fexe I | fawga deuf & war
ST Y 98 HgeR SMuRd Tuft gt O Yag & | WIZeR 3Mddbdlg & Al § <8 fau & forg gemn
TP BT, 2000 H YRT 66-T% P! S8 <1 TS B

66-T : TR ATAHalg & foIE &S BT YU
1 3¢ PL-
o URA P UDHdl, RISAT, Y& T YUY D1 47T B I $HP TR DI 3fTciford i & fere-

%) farelt oifiierd afdd &) e & SXWAATE I Aehdl § T Adh+ BT HRUT T g |

) forT SR & a7 3 ABR BT fAHHU HR TR bl HHeR & ST D1 B HRAT g |
) e W IRRY SRt Pis Tt Aot STl 8 1 ST B! HIRA BT 7, ORI arfl & o1 ! Tl
UcT 89 BT MBI BT T WU P JHAM BT [T &l A1 Siig & Y 3mawass Jarsit § SHge IR
G ST DI HIRIR BT 81 AT YRT 70 P d8d HAGRIA SAHBINGT TR G 3R TS P 3RIBI Bl
T7-

o SAMSR T VBRI BT HcThHU HRd §U T DR [l HEEx I TH YA GIRIA HRA
H BT BT R, S 3 BT GR&T AT 3 A B Y I¥P Faiel b TRT F Gdeeier € a1
H13 W Molg JaT 39 RS & Y g1 HRaT §, TR YR &Y JR&f, Thdl, 3Risar ud
U, 30 RN & 1Y 3P A&y, Faoiep sita- I Afdddl TR §=7 3R USdl 81 a1 ¥ gH
DI TRABT B, S DT G DI SGHFHAT 14aT AT BIchl 81 T U1 814 DI MTRIHT 71, faret
3URTY 1 gral firerar g1 a1 st SMRidT oY, fobeht faceh Ay srar sufdadl & Twg syl
foeit 3 ) Tt YT ¥ e Ugad g1, al 39 WISeR TG & SHRIG T o Yl g |

2 . Ife PIs e AEeR Sfdepara Berrdl & A1 T B B bl wforr H =niHa gian & df 39
3{Tofia HRIG B Gl JATS S !l g |

2005 ¥ UHIRIT TSARS Al AfaIdbd & IR B0 H ARaRy eg HI Ht 3 dof W
gfeuTT foma a1 31 3 gaaei-e drerHl § Ui e WR W SR @ man §, Fife gfar &
et +ft R ¥ 39 9% UgT TS O AHhd! g1 AP A 3F STH WZR AT (TSR IR ek, Pl
AR FeR Jarsll & X & uRsed o uRUINT {5 31 39 USH I H ISRk S &1 39
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TRE TRAT DI §, HFT P I8 &, Sl HeX 3R Ierc F YafId § 3R IqP arR | Feaagsrd
U gy, Sftroafa B Tdaar 3R el e ey uge o 3ma €1

I dH-td B B FS 3R ol ot gRHT forar 71 8, o 39 UeR §, degeR ¥ arad
frit +f U gAaTIe, AAfew, aiffdere a1 AW T A STeT 7 SMEH-UEH B3 arel fpdt +ff 3 45 4
g, S faftrs do-ian! &1 Hee § MK, difhes o1 Weviia &1 e & Tem g1 SO9 fordl duger d
T ST a1 e fd gR U SR Wite R MAd 5|

AT d&-1d B, 2000 B URT 1 (2) & AR, Scaad Iare &l BSHR 30 ST &
TraYT QX =1 & TuTa 8 1 1Y g SIRIad Sfeaiidd WaTi & Siaifd <=1 &1 T ¥ a1eR e 1y fosht
RTY &1 grad H t I9d Urae™ wHmE gl

SAFTH & Ie

a1 Wit HfAfTE, 2000 ST & Sade e Tasl 3R TaR & 30 SAde—e [Tl
I SAGND HIAY e & A1 I fhU MU A ST ST AT UG BT ¢ SHH IRBRY
TSRyl & WIY gXITdSl 1 Sadel e WIsfelT & YAy & fou TR iR a1 HSRUl Bt HRTS-
MR Ugfa & fadeat &1 I off e 8 |

T 37ATd], 39 T ¥ YR <8 T 1860, HRAW &g A 1872, S6Hd gxdd
1e AT 1891 3R HR Rord S sifefom 1934 & T=iterd faar|

I P T ST UBR &

1. IR & R TR-MYIRG RN & VWM WR Sl & SAdei-dh Tadd I1 JaR & 3
SAdCI-d ATl IT §-H 1Y & ATend I forg T 1 A B B AT UeH HRAT |

2. ol W SHHRY a1 ST JHOERUN BT SHTa=aHar T AHal & Jamoiiaxor & fore fefred
THER P DA AT U&= BT |

3. WoR TR 3R AU & W1y Txddsil B sdaiHeb BIgfel &t gRaur uar &
4. IAP ISP HSRU DI AT UG BT |

5. Sl SR foxiiy ARl & o & gddciFG giaRl Bl Jfaur R B Wipld yeH
BT |

6  Wrdi B TS B oD U H @ P oY gieg RFEE, 1891 IR YR Red S
3ITFY2H, 1934 &% T8d SHRI B BT AT TG BT |
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A1 A1 B, 2000 P AT Argavedy T SATYHR Feieht Trae™

AHT A & JH & T9RT J G 3R TR dh-iid! &I Qiel &I Sd] QdTsd] &1 Jad

TE@yul fAHR AFT S FobdT & | i [ & fafte a3, W =aide ufsear & s9&
ST Bt Hedl Bl HH TP gl b1 o Tabdl, Hifes ITB! o Td, Hs SIcl-Are! fgamd o
FCHRI, AFART AR B B, T WAl g1 ok TUN & Fad I e UishdT o [aya-ia a-
A ard it v Tdt 81 S € A, OF Amel & e #, gt @it deag velt ot TR
U et 71 g1, I8 Ta9s fawed Rig 8 I&al §1 Y1 ddb-iid &id & Sidiid Sfcarad
3RIYT Bt G F5ad -

HER G T SSBTS DI HIRAL-YURT 65

HIR H TR ST F Y TSTTS B I 8P B B HIAY-YRT 66

Tare Jarsii & Aread ¥ gl i e IoH & U <8 &1 Wae™=-4RT 66 T

FR T 3 fd g fole I A BT 718 Ja13l & Tad did o g1 B & fore
TS BT UIGYH-YRT 66 ol

fodl P uga™ IRl A & U <8 BT UraU™-4RT 66 I

3T UgAM GUIBR SRR B! Heg U fhdl & AfdaTd Slel ddb Ugd a1 & (oY &8 &1
UG- YRT 66 St

Tl BT TSI 1T H=A o 1T &8 BT auH-URT 66 3

ISR 3TcidhdIg o 1T ¢ BT MIaUH-YRT 66 TH

TUfRISHS LE13M & UHIRA I S WTaHH-URT 67

AR AW O o T SI=etd Y13l &I YhIRId a1 YHIRG B3 & ol &8 &1 Wae=-
YRT67 U

Al HIegHl I TH! STUfRISHS A 1 TR a1 TR0, R a=df ! Si=elid S/awi
T feamm T §1-URT 67 o

ORI} GRT G131 DI FIId B I AP & AU E8 BT WGUH-URT 67 It

RI&A HEER & SHMYSR Ugd - & Jaerd Tae™-4RT 70

STe1 1 3fidhe! dI TAd dilch I URN HA-YURT 71

SO fasyr 3R FAsTan B HiT R ¥ e UTae™-aRT 72 T

HIcd P T BT eI BHR IS B FTdol-eh B I TId TaUH-URT 72 T

Wil fSfoled GEIER BT YBTRH-URT 73
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%ﬁ:naﬁasm DI URT 78 T SWFR TR & Yo HABR ! 1 Al H S BT HABR g1k
|

o URAH GUS Wigar (SMEURT) # Arger srorrelt @ Hafdd yraum
o 3UA P ATHH Y YHDT HR TS USHT-MSYRT P ¢RT 503

o SHA S ATHA I TY A Yo, Ford AT Bl g1-3MsuRRd 1 ¢RT 499
o Tholl 3adCl-e Rl BT SHTT-TSU BT URT 463

o ol JeUTSCY IT W3R Wl s- AT U &1 URT 420

o IN-GU 5l & SHA IR ToR G- URT B YT 463

o 39 SIfHT-3mSuieft @t urT 383

o 30 F1 A SKAT-HEURT BT YRT 500

. BRERI 31 S wie-fawl-om tae

I debilep BT, 2000 H ML

17 3ACER, 2000 P SHIHIA caHIaoT Tae, 2000 (I ddb-id BT, 2000) SMRdd & S
27 TR, 2009 P! U TN gRT 3 NG far a7 | I=nfdg A & gfeumems Fgad | -

T qehiich DI, 2000 b1 URATA H §1 8 T T DI DL HIFGAT o bl a1 Sfediiad
8, Ol 3AdCe HIAY & gk § offdl € 3R o gamsil & SeM-UeH & g Yo dao-id &1
XA §AT I |

1. GEI A ¥ arad a1 a1 B, 2000 9 8 |

2. HdIg (GRADHIA) BT Adad fodt 1t a8 B SIHSRI AT Hobd & TR, TR A1 3 U RIM
I R YF d% d ST § | T8 Yef a1 e, [l st R w18 gvan g |

3. arg G (@B fid) o7 o1 et oY Y H Uh-gaR ¥ Siied & e vged 819 aral
ez, AIgHIad, I, Sl & oier FRUd ®YE Hiemw, dR, FAR U1 FAR BT B 3= e
S IFATR |

I dbeitch DI 9 STTal, 2000 HI U fobaT T AT | 30 SFHRY, 1997 I TG Y Bt
SFRE THEA H URATd ST 51/162 GRT JI-T ddb-iid B SHTER Fgamae (R gAges A SHiRH
3{Tth AR <8 & & A ¥ ST Sl 8) U fbT oM & §Ie a1 dab-iids BT, 2000 I U
BT AR B T AT | IYHK Y B 3H FATGE! H Hare & MeH-UGH & oY ge el a1
BT & ST &I UH GAH Hed a1 a1 § 3R Toft <=0 § < 913 &t ot &t 718 § | g
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TP BIH, 2000 BT TEAGT H § 8 WY AIed DI I ARG & $I 91d Ifearad g, ot
TAICID HIAY & SRR H AT 7 AR o Fesll & SeH-ye & N YemT ddb-id BT SwHTa
BT B | SAGIH HIAY Yl & S-S SR ITPH YU & o HITS 3nenfa [rezt & fadmed
¥ ¥Y H SAdCIHE HIH BT ST HRT § | 399 WBRT T A +f saaeiHe A1y § gearden
FT AMEH-UEH THd g1 Thdl § 3R e U Pie, 3577 ufasy tae 1872, Iy gy Ufasy Tae
1891 3R Rod S 3Tt feaT Uae 1934 3ruaT STV UE 1 W& T U IS forddt oft w1 & T=ived
H off 39 XAl BT SN B WHAT g |

UG Y B GRA TSR 4 30 SFAR, 1997 DI UG WA YIHRITH/51/162 &b T8
B I YT SeRl BTH) B U=t Aal & & | 59 S § 3t <=0 9 I% SiUem &t ol § b
I & SMeH-UeH 3R ITb JUEU & fIw HITer ek Areqdl & fdwed & ® 0 H ST $I ST
ET dd-ip! & Taftd dis Hf S I a1 I IRNTAT PR THI d 395 WaUH! BT ST I8, dlfds
Tt SR & T THE Ul a1 g | FAT b1 BT 2000 17 ISR, 2000 DI I & ST | SIH
13 3Tl H favead $ad 94 URTY § | 27 3R, 2009 HI 3H S &I Ud OIN0N gRT TN faran
AT | 39 5 HRaX, 2009 P fx § A= foram mar, orid d8d $eard 2 &t ORI 3 H Saiagi-d
THIER Pt WTE fSfTed gxaier & 978 €l 713 | 39 forg 9nT 2 § IuWS (TI) & I IUWS (TI0)
DI SIST AT, ST YT & HITH B R BT § | SUP IR, T & HIegH ¥ dread Marsd B,
forddt 1 g o1 Afdana feforea wenm an fhr gl 81 9o &, o Irerd @ foreht oft avg ot fafaa
Trreht, e, siifear a1 TR 1 u=Tid, THIRd 1 T & GIR RIF dd Ul o ISl 6 |
MYAF B Pt UsgTac H YIgeR B T Yoy HEER 3R Iexc A 7 | faga e A seramw ar
g HYLR MURT Tt dH-iid! I Jdg § | TR SAAHhag & HHa # <8 fue & o gemn
TP BT, 2000 H YRT 66-T% B! G I TS § |
HIGHLIGHTS OF THE AMENDMENT ACT, 2008

It focuses on privacy issues.

It focuses on Information Security.

It came with surveillance on Cyber Cases.

The Concept of Digital Signature was elaborated.

It clarified reasonable security practices for corporate.

Role of Intermediaries were focuses.

It came with the Indian Computer Emergency Response Team.

New faces of Cyber Crime were added.

Powers were given to Inspector to investigate cyber crimes as against only to DSP.

Severe Punishments and fine were added.
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The table 1 briefly enumerates the cyber offences as laid under the IT Act, 2000

(Amendment 2008) with the punishments and penalties.

Table 1: Cyber Offences and Penalties and Punishments

S.no. Section | Offence Punishment
1. | 65 Tampering with computer source | Imprisonment upto 3 years or fine
documents upto Rs 2 lakh or both
2. | 66 Computer related offences Imprisonment upto 3 years or fine

upto Rs 5 lakh or both

3. | 66B Dishonestly receiving the stolen | Imprisonment upto 3 years or fine
computer resource and | upto Rs. 1 lakh

communication device

4. | 65C Theft of identity Imprisonment upto 3 years
5. |66D Cheating by personation by using | Imprisonment upto 3 years and fine
computer resource or | upto Rs. 1 lakh

communication device

6. | 66E Violation of Privacy Imprisonment upto 3 years or fine

upto Rs. 2 lakh or both

7. | 66F Cyber Terrorism Life Imprisonment
8. | 67 Publishing or transmitting obscene | Upon Ist conviction with
material in e-form imprisonment upto 3 years and fine

upto Rs 5 lakh; and upon 2nd or
subsequent conviction with
imprisonment upto 5 years and fine

upto Rs 10 lakh.

9. | 67A Publishing or transmitting material | Upon Ist conviction with
containing sexually explicit act in | imprisonment upto 5 years and fine

e-form upto Rs 10 lakh; and upon 2nd or
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subsequent conviction with
imprisonment upto 7 years and fine

upto Rs 10 lakh.

10. | 67B Publishing or transmitting material | Upon 1st conviction with
depicting children in sexually | imprisonment upto 5 years and fine
explicit act etc. in e-form upto Rs 10 lakh; and upon 2nd or

subsequent conviction with
imprisonment upto 7 years and fine
upto Rs 10 lakh.

11. | 67C Violating the directions to preserve | Imprisonment upto 3 years and fine
and retain the information by
intermediaries

12.| 68 Violating  the  directions of | Imprisonment upto 2 years or fine
Controller by Certifying Authority | upto Rs 1 lakh or both
or his employee

13.] 69 Violating the directions of the | Imprisonment upto 7 years and fine
Central Government or State
Govemnment to a subscriber to
extend facilities to  decrypt
information

14. | 69A Violating the directions to block | Imprisonment upto 7 years and fine
any information for access by the
public

15.| 69B Violating the directions to monitor | Imprisonment upto 3 years and fine
and collect traffic data or
information

16.| 70 Unauthorized access to a computer | Imprisonment upto 10 years and fine
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0 Rs 5 lakh or be

e —
T0A system

17.| 70B Violating the directions of the | Imprisonment upto 1 years or fine
Indian  Computer ~ Emergency | upto Rs 1 lakh or both
Response Team (CERT-IN)

18.| 71 Penalty for misrepresentation [mprisonment upto 2 years or fine

upto Rs 1 lakh or both

19.| 72 Penalty ~ for ~ breach  of | Imprisonment upto 2 years or fine
confidentiality and privacy upto Rs 1 lakh or both

20.| 2A Disclosure of information in breach | Imprisonment upto 3 years or fine upt
of lawful contract Upto 5 lakh.

21| 73 Penalty for publishing electronic | Imprisonment upto 2 years or fine
signature certificate false i certam | upto Rs 1 lakh or both
particulars

22.174 Publication for fraudulent purpose | Imprisonment upto 2 years or fine

upto Rs 1 lakh or both
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LIABILITY OF SERVICE PROVIDERS UNDER IT ACT

ISP T 82 (What is ISP)

TS 1P, ToR &1 ot Hft JaTY USH HRd ©, TP [ Th q9 Yoo (Fee) ToR W foraT S B
aﬁmwwmaﬁ?nﬁﬂ% W&ﬁ?ﬂ%ﬂmﬁmusp subscription) :lébf%,
ol 31U $eACT TR g1 HR uTd |

a3 Bl Sexc Q Bae HIA & 10 ISP Th YA GR (gateway) B1 RE 81 39 §R B UR HA
F 91 B 3 Fs AT Ufdefad, S S T W THSHRY WISHT, Jegd R difeal a1, Haged a1
IR ARIOR TU & ATeqd 9 AT ATG BT 3R TS T Snfe dx uTd 7 |

T 1984 B HRE SeC AT USSR HUAT (The World) Tgad T SART (Usa) B RiTUd &t
T8 f| HRA A Uga oo ¥U ¥ JUAH Sec Tl 15 3R 1995 H fagw TR A fafies
(VSNL) GRT & P15 |

T FATHR 15P BT YT PRI Feie TaRd UeH HT 8| URd & T8 TqH & verarsi
(regional providers) 'al.Jio, Airtel, Vodafone, Idea, 3R BSNL YIT&I?T%I

ga¥c gfdd Marge &1 Taxgedr ol 82

8 il

Computer

ISP Company

$exe U fue ead B, S g ramR & Hie[g $ges] &l g A sisar gl

A BT YR MUY B3 goIR| fhaTHIeR gr TS S T A g | A1 51 310 Google.com BIEd &,
0 3T TTSC TS 8t b e T S fSagy IR G ol 8 | A qd ST giaT 8, Tl T[T BT qa 3R
3! f$aTeT T Bt iedd IR §eihae ¢

A & TR 3R 3! ST & o1 HAfaefadt S &1 B ISP BT 8Id1 ¢ | A B & ford isp
GRIBIRER HPE Had, TAHBH elaR 3R JedTSE TS BT YA fHaT AT 3 |
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Internet § HGE B %%ﬁaﬁf foRy telecommunications, Networking, 3R Routing JUHIN
DI TR TSt g1 3F T 3 Afdd af 39 IRE b IUBUN P SHIRIT Tal HR Jhdl 3R ISP 5
e HAfGfAS U HRA & o 3T Aedd fH (Rent) TR TA B

ISPs IOk P SeX-c A B Siisd 82

sﬂ%ﬁ«lﬁrﬂa@%ﬁ mwﬂﬁqmaﬁm (ISP subscription)éﬁ%l fSrge a1 ar
YS! U Acadh Y Hae B B SIAN ad 51 TP IR MU [$=Y e Ifdy sk &
W@Wﬁﬁﬁﬁﬁ@fﬁ%ﬂ@ﬁ@w addresséﬁ%l

J TP g TR BT 8, O ScRIc oY I Aead TR HHeR! b1 S9! T Ugd Sar g | fom
IP addressﬁﬁ@,ﬁﬁ@@%@qéﬂw 3{TGH-UG g1 B URATI|

e 3T TS BT WIZE W 8, < STIHT FITR 3P (P b1 A Ravee Aordl 8, for 39 et
TSY Il fSargy &1 3 99 Ul A1l | fords a1 ST Afd Margex A & JaR &I 98 Reévee Hord
2, T 918 TTe & WAk gRT a1 39U STUeh! Wl fean Sar g |

| SP Liability under the Information Technology Act, 2000

HRA & gt ¥ Safd uraum foRy U § et ifafTm, 2000 § 1@ U § o6l UH
gec JaT USTdl B Sedd JdT UeTdl 3R WA (@) ¥ T & U & Jefild fhar orar g1 79 33
IR HT &

"Jead gal Uerar &1 3 § U Hey |
TR H! R J 4RI 2 (&) & dgd uRHIRG far mar &:

foreft A gaiaeie Tom & Tay & Heawy o1 3 ¢ b ®1s ot sufd o fovet o safa
P 3R A U BT & TT IY YV I UHIRT DRl ¢ IT 39 U & A6 | Dhls AT UGH Hal g

3% 3rarraT SHfRIFH 7 4RT 79 W T W Wi € S oo uRfRufal & srsuad & arfdia Y
RIERERGIG

3Tl AfUfrad Bt 4RT 79 & AITAR

e B R B F o, I8 i foban mam R % Aead Ja1 yerar & =0 A $is f Ja1 e
F I Fis off Ffad 39 s & dga Sarerl 6T g, afe farht R v & forg &g e
a9 a1 T 1 IUF GRI IUAH HRIS T8 SHBRY AT 3eT & e a8 Tifad a1 § fb sroRry o
I TP DRI & T o 707 T 91 59 RE & URTY TT I B A P g Igi- gt
Ierd afRem &1 ganT foear ol

g IIUN $S A & Acdd Udl UGl B Gl BI UASTd H1 Frgdl g1 ST Ugd
"Jedd JdT UeTdl” (NSP) Ueg BT US| URT 79 FHedl ¢ fob U TIUHU Teb Hea™y 71 3msel ififamy
7 HOR" Ueg P URHING fHar gl

3Tset STAFTH BT URT 2 (1) (E&Y) & 3AR-
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ot fIRY goae e oW & Tay H Heawy o1 31 § b Bis o sufdd o fopelt 3y wafe
P 3R T IY T B! YT BT 8, TSI Hdl © T YHIRT BT ¢ T 39 T P Jay H blg a
Y Bl g 1"

TRIT T NSP 1, T IR gaaeie ex & Hay ), Fgfefad faRvan &

1. 78 el 3y e 3 3R § W= e FRaT 8, A1

2. 7% ot o cufa Bt 3R Q Gew Yol rar g, 4l

3. U% O Afa Y 3R & Ty srar g, a

4. U8 39 UG & Ty & DTS UdT Ua™ HRal 5

"SAGCID HoRT" Reg B STsel Sififom & uRuifya 75t fear w31

3-P1AY TR UNCITRAL AISH ST Th ST TRl Bl URHINT H a1 3 94 -

IR AN AP, SHPFH a1 U T B A1l BT TART R gI I, T,
UG 1 HURIA BT Il 8, era e Ha el g |

3meet SifAfam 3 yRdR Tred AW & URT 88 T SIAT 31 UG SIHF U SAdMD Ad TR &
e & S e gaaeie HoW A Jefd g

UNCITRAL HISd ST & ded Sl U=l &I URUTHT 3R YRTT W1ed I &t 4RT 88 T & dgd
ZAdeI® Yo & Y IR R &1 & a1, g8 sy ReTar S g § & Tieadt 2eg teh Taviof
Yeg § S Had Faal - TR T YeIdrel ¥ Y&fid § (G 30 IdT UeTdn | g 39 IdT yerarsf
O @ISl g5, et derrgel Sfe Wk AR 8T Bidl 81 Us! deb b $exe Jar wararsl syt &
forg, 9 I &1 Y Hhad U, @ Ad, T 3fe Jarell ad g1 Uga, St S §RT UM $i T
& 3R Te} S gRI <l 9 aTell SexAe HeRH Yard|

BT, S TS B SMec! AT DI YRT 85 & A Ao & ©0 H Uel ST AT St Hu-al Bl
eIl 9 Hefid g |

TH TEdl fHdt R v 91 SIHeRt 91 39 §RT Iudsy HIT¢ T ST & A
1. TIUHT IIfed B & fb SR1Y A1 Iooia ITb! SHbRI P fom1 fvar mar o, o
2. TIUqY} g Ifad Rl § fob S0 aRE & SIORTY T Ieu Bl A & o I T O F 31
foar |

HRA § rsedl &1 udr
YR H ST & ey |, faAid 24 3Rd 2007 & License for Internet Services fe=m g
P SMYR W 3! IRl o1 Ht e far Srar g
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39 A59Y9 & TGS 33 & NR:
1. ISPs &1 TR AHRR, W™ A7 TR B 39F Aeadh W o ofF I AH1 ANfeT| ZIH aRIeHS,
3R, SAIFd 3R 37 TrTft =mide ]
2. YdcH TSiRTAT gRT ISP &1 Ul Arft & fAfR1y IST6R01 9dN 9 & 916, 36 30+ Acdd R U
Tt b1 G A1 =l
3. ST &1 g YAYT HAT A1 S I GRT BT 18 WAl " SRITTA 3R TR WIgeR I B
I 7 B
4. g fR Tffafet & o ot Aeads 1 IuANT famm ST § 1 WRd <8 g a1 oy
Bl & dgd HURTY AT Q|
5. 3T SHfefas Urayi & rureH & e srgugdt AR g B
6. 3MSTTUT & T8 YART BT ALY &6 3% Aeadh BT ST TR § STeH IT eadh & gHame! g
I HHGIR B & foIT 781 a1 o Hevel ¢ |
7. JMSUT! DI T YA ST 1T b I Farsii &1 ITANT HRIG Aeadh & digA a1 die- &I
ERISESC EANIUEHREIIC NN
8. 1SPs & faT forht & &, Iuga, 31w a1 gUiaTYU! Sid, TR AT YAR Pl Ik IUHRT 3R Feadh
& Y U O & forg woft ¢RIT glaemy v o=t Tifgul A ¢RI glau YR WeR & 3ifeipd
SiferaTiRal wfgd gfer, T Yo, ST Yo, Wk faumT & ifireiial onfe &1 ueH &t 3 €|
9. ST B WBR ! TR, Jeds s, dewis a1 fHdt o RS fafafyr &1 gevraan
B3 & [ SHTIRF D FIAUTY UM He1 gl

39 A59Y9 & TS 34 & R:
1. WPHR IMMETHU Aeads H IR ATARTd Bt FHRF B Tba g1 STl & 39 AR & forg

3MITTD BISTR 3R FIedmR F RIT YFTdH 31 Tsar |

2. STt BT g §U Gt ST atall SR I7d GRT SUIAN B & arat a1 (3, TAE, http
ERIS AN RICEIECRICI Y

3. ISPs B 30 SR & AT I g S1dd AR AT ca-e i UT AT 39 &A1 R | A 1T, 1Y &l
IEEadt Uy ¥ Iad Wt Uhel @1 Ui, arafde IHg § REAR WRERU & Iuds gt
ElEY

4. IMETTY Y 3 Aedd TR YIR B M-t GRET st anfgul

5. TSTHUT ®I Tg T BT A1 fob =M o1 SAIIGH T SaRIe 3% "edd W A gl

6. PR ANUHTA, G 3N & AW F ST oT JaT, ITHUT 3R Aedd DI SIRRIGU HR Fabveit
gl
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7.1SP & UTge! ! T 3R Sera T ISP &1 g1 & UNIae IR e o Juas g+t =nfeu| 78

31 Seferoia ToiRkil & ITa & 1T 5
8. TSl AIS UTeh| o HIHA H, SSUqy! &1 afaRad ey # |l 91T a1 a1l e
Customer | IP Bandwidth | Address of | Date of Contact
name Address provided Installation | Installation / person
allotted Commiissioning | with Phone
/
email

9. dH-itep! Aedds AT BT T HTABTRY-THRY 3R STSTI T TReT JR&f ISR HRg RS
GEIEIRY

10. STSTHUT 1 Tg YATHT HAT MG fob UGDT GRT AT B1 T8 BRI GRI&T SR A& 51|

11, Ge=N & Y R J e ard et s 1Ral &1 URedtg 9riRes g anfeu|

12. ALYl & TS | ggHd MEI® YR AFTRS 814 1fg Ul
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INVESTIGATION OF CYBER CRIMES
ITgaR URTYT P oig

SOPs g Siig ufshat & fawRia $31 & fore FERia w7 € w9 @ f amiie g T
Bl 9T 3R Tal &) 3rered & wfta T8 fbar sirar @ | fefea w1e 9 uopfa ok duar &
PRI, I8 WY ¢ fr Wi aaraRur § sk & e Fafafad g a9 afie! oiv ufparsi
P ATIRIHAT Bl B:

1- 1§49 B TP a8 9 sHgl fbal T T1fe¢ R srgraa gRT WieR fear s afg
AP UihaTd dUR 31 ST & MR 391 uTe farar Sirar @ oY a8 S gl | 399 siafd v
3R SieRfgia yHTE e AeEl § 91gd F SmeM-UeH o1 giawr o ghft, @R, sFR
faum ik =i & Siiawdl Te U 8P A I eI Hd |

2- T SW U A U4 & fw Arauri sRat aifte St o1 ) gt @Y Al @ ar faedt e
YR Bt &fd BT RO 59 Tbdl g1 TS aid] 3R uftharsi &1 IuaiT gHe-masr &fa & 59
SR & $H BT 81 $© AHal A, g uiert § & wden ufthar & R $© 3T Y gga
faar sime | 39 YR MRS 3 TeT GHE B gD g, ST IuiT uien & e foran
ST 38T @ ofiR 9P Sduiidrul &1 WY srazadmdr & a1fe a1¢ # <urarery # 9% RN / YHTal
& IR | AT ST 9P |

3-  Ifua Ui IUE & PO Jad He@qUl RN W19 fafaa ifewi, g &t w9, e
wfaferar ufdreror &1
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5.2. Standard Operating Procedures - A Flow Chart

Complaint
Received
Pre-Investigation
v -
Needbased Issue Information
Pre-Investigation _ . Gatheri
Assessment > Preservation "
Notiice
I

-

i
£

v

Flow chart for digital crime investigation under ITAA 2008
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Wi 61 gaTd TaRgdHarg:
(1) FEX / HIETSA B / AU / 30 SAdC e NS &1 ST DI STHBRI |
(2) 30 G2 NS 3R T BT |
(3) TS TH & IR | I, Ad 5% U AL T ¥ HI Udl &I
(4) STSTHUT (FeIIT JaT UGTdN) 3R THTHU! (FiSTSe a1 Uardn) & aR H §H
(&) TSR BH & WSBR W THBR] UG 3R Th B &1 I |
(6) SH-TCTS IR A-Ic D1 UfchaT & IR T A |
(7) TS TMUR 1 AT H HTH B g YA Icd &b IR T |
(8) WTd I & fAaRUI &I Ug- & IR A I
(9) TS HTTAZT ¢ &b JUANTH IR A JM: O fF what is my IP Address, whois my domain, ip2tools,
IP address Tracer tools, Trace bhartiya mobile.com, India trace .com, nobbi.com
(10) T fpe, 3R Afdrr arrh |
(11) BT 1 BT ST I |

A%ﬁ)‘ﬂiﬁ@ﬂﬁ

dF YR il &1 U Sifard i 1 eRaerst ) A & fog vnufires forderRt wad
Sl & U 21 S oFaT & U8 B IR S@HE BRI 2 | HIErUSt Bt AbUH & AU RS S
DI P g AT X&AT &l Sobl o TRITSH TR YIRATS} T UHIT 3R URareSt o 3nfifes amd, s
goTTelt § fay SR srfaraw o SReSdr 3R fRRAI &1 J6aH Ugal Ul ¢ | I8 9! &l -1 a1 qahdl
2, HT S B THiaelt YfiesT Bl B H B Tehdl 7 3R I rerifa, SRidIT 3R IS Sud-gud
MATR Ypare| daeaia Wi ST dRaret sad AT adi g1 S woilkal & wHe g
& fafr, S &t Tqora, faRivsl @ TR % S U A

(i) TifSa & o @I BT f9aRor U B3 |

(ii) ATHTIIT & Sob @Tal 1 faaror U ¥ |

(iii) ATHTIRITY & S @TaT, Hardl 3R ST b JTY TIdT W BT HBIH U B |

(iv) fS SfTeTEH A H s T UGN fosan a1 T, §h | TR o UTd HY |

(v) YT ed U, (fSerewer, 9y, fauere, U €id, 39 3f$an I o9 & arafds SudiTedl & aR
T SHBTR! UTd B |

(vi) PO U SHHR IR RIYT &1 @ |

(vii) RITHT TR 3R 37 R S ARfidtd ges ura &1 |

(viii) 3T HIETZd eR B! I B o TR -1 TITATY arHTif @rd & SuaiTehdl ! e 6T T
(ix) TTHTST & WA & db WeHe ol A I U, 3Mud! 30 Sfde / B ATeTd IR H BT R
SR e St fore) oy arafaes SruRTeft ae Uga aahd 5|

(x) ST B TRTIRY & dTe, e WTdl B ATl B @l B & foTg AT §XATER / ARG B |

(xi) 3T TR F b GRT U PHRIY 7T TG} P Tt & HRT 167 ATATH BT YA U &4 A
T Y|
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(xii) TS TETTH A AR FopTelt Se a1 faxiy =0 9 ¢y & ARfiddt oot urd o1 |

(xiii) ST T STHHR! T HRA & fo1E ST fhT O IR Wi Aagd BiF &1 Tle 3R, Huew urd
B

(xiv) SHTSC BT & ATEHH I fhT T A & IR | T8 THS R A& d hfge H1S bu-t 4 UTed By |
(xv) PTS BT GRT T TS SHBHRT TR ORI B o B |

(xvi) Issue notices u/s 91 Cr. P. C. to get information/ records

(xvil) UG, T SO / TS T, THTHY / S / THe e diieh / WIEaR b 1S S FRiarsHe
G- Sl UGIdT ! TREUT AT STRY BT

POLICE NOTICE

(Under s2ction 41 of Code of Criminal Procedure 14/3)
| o,

SirlVadam,
Sub Reguest to provide details with respect to ™ bank
Credit /Ocbit card/ Account/ No:
[Ref: (name of palice station e.g. Ashok nagar, J7 Nagar) Molice Stafion Gl No ###

TIEE.
Brief facts about the case

Sample details recuested from the bark

Account delaibs Tom dd-mim-yy. 1o dud-mm-yy.

Access logs of the suspected account

Transactinn details of dehiticredit cats
CCTY elippings of ATM cameras fom dd-mm-yy 1o dd-mm-yy

P en P

Yours truly,

(Signature, Name of [0 & seal)
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B. TIRa ATgcH I Hafad 3TUNR :

Social Networking T “Network of individuals” § S TRWR® Jdel o qI,
ritl, UTEP 3R FEHH Y e SaT & | IaTRU & T Social Media T social networking
service § S8l 3T 3O WHRA SR Al ¥ J&d § MR 39 # communicate 3R

information exchange HRd B

T “Social Networks” 3Tq®! AR & Gﬁﬁr 3R TS relationship I | HIHT help
A %I Facebook, LinkedIn, Twitter 3R Instagram 3{ISl & gaq popular social sites A
¥ gl ¥ uw W Social Networking %, Sl 31 virtual community 10 8 3R online 3Mog &
e BT MEH-UGH & 8|

Social Networking sites & online risk 39 UPR 8:

1) 310 scam & RGR gl Thd % 3TUHT account hack faaT ST WT% g 3qe! profile T misuse
HIP scam links Bl postWﬁ%, SrTd 31U gl ot RERIE! Eﬁ b dl %I

2) 39 social networks TR sl it Third party app @1 download T ®X. U TWHHRH &I & o
Malicious app, spyware, I virus 1t 81 ThaT 8, IUY hackers 3MMTdH phone &I access YT A |

HHIE BId ¢

3) U Social Networks 30 users ! communicative convenience dl &R provide Fd g, A
privacy 3R security &I &WQE & a1 d1fgd | farddt +ff sensitive information @1 3 platform e
share T & I1 R 35 private |

4) 3Tt profile 3R post Gl privacy Eal change CREER Al visibility DI 30 friends dP &l @ |
TR &G | 3Tl § o 31U data BT SUIANT PP fake id FT5 STl & | ForeT Tad aRg & ITART
ARG

5) Unknown friend request & 99 T g accept T dX 1 T MU HNT ¢ Thd % 3R message &
SIRA malicious link 3T send HXP TUH! JHAM TgdT Thd ¢ |

AId A5y A Haferd Are & i

(i) ST=ETE AT/ AR / ST Bt fiie ThiF HIUT U &%, 51 3-3d / THIATY / THUHTY / 9R1d
ey & H1egd ¥ Uifsd of Hon 718 ot

(ii) e P forg fere ue & "urL" T

(iii) SIRId i Irafl ot ot 818 1) Ut B3|

(iv) 3MSTHUT / HidTgd HU-T & Useh BT 30 ured B |

(v) B ST ATt / AT T13el & SUANTdd! IhTgd o TTfafaferl 3R SudTedl U T o3 |
(vi) FNSTSA U Y CDR 3R CAF UT 3 TfS HISTSd o1 ITINT SUR1Y B fHar San ]|

(vii) T & T TSU TS & IRATID STl &b IR A TSR U B 3R SORTe Y o He |
(viii) e afda o1 TSTeR H1 fazdwor & 3R SRt &1 uat @ |

(ix) Issue notices u/s 91 Cr. P. C. to get information/ records
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(x) SAFIE ST TeTdl o B, Td 3o / ATSTIT, THEaY! / S / e e a¥ids / Arser &b
3ffe & e ifeq ot |
NOTICE U/S 91

OFFICE OF THE ADDITIONAL DIRECTOR OF POLICE, STATE CRIME
RECORD BUREAU,JAIPUR, RAJASTHAN, INDIA
No. YW ®7)— Date :o ¢ -j- §°

To,
Legal department

Facebook.com

Sub: To get login activities U/s 91 of Criminal Procedure Code, India.

Ref.: Case No. 07/2013; U/s 67 IT Act 2000 and 292 Indian penal code
Police station Cyber crime jaipur, Rajastha (INDIA).

Sir,

We have registered a complaint against a fake Facebook profile.
Someone has created a fake Facebook profile to harass the victim.
Whereas the above profile now seems to be deactivatad. During the investigation
some information regarding following URL are required. Please manage the point wise
information for the below URL at our email id pscyber@iajpolice.gov.in

UisL: https://www.facebook.com/Deepika.batra.900

1. When and from where (complete IP address details with date and time) " this Face
book account was created. '

2. Login Activity details(statement) (Complete IP address detail with date and

time) of this Accounts from activation date to till today.

All identifying particulars of the subscriber who has created Facebok account.

4. Verified mobile number for this account.

W

Po[ic{!'lnspeclor
Cyber Crime Police Station
Fajasthan Police Academy road,
Panipech Nehru Nagar
Jaipur , Rajasthan,(INDIA)
PIN — 302016
Phone no. +91141-2309547
Email-pscyber@rajpolice.gov.in
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REPLY FROM FACEBOOK
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REPLY FROM AIRTEL

Subject: RE: REGRADING NAME , ADDRESS & CDR IN REFERENCE FIR NO.07/13 U/S 66A , 66D IT
ACT IPC ps cyber crime police station jaipur

To: ccps-raj@nic.in <ccps-raj@nic.in>

Date: 26/05/14 04:04 PM

From: rajasthan nodaldesk <rajasthan.nodaldesk@aircel.co.in>

919636204700.xls (53kB)
Find enclosed

9636204700 JITIN SONI S/O YOGESH SONI RAINI MOHALLA KISHANGARH BAS Alwar

WITH REGARDS

Nodaldesk Rajasthan, AIRCEL LTD. 1% Floor, Dainik Navjyoti, Amrapali Circle, C-Block, Vaishali Nagar-
302021, Land line 91-9782500208, [M] 91-9782000561, [F] 0141-5105158.

Kindly note:- Data provided to you, is as per electronic system maintained by AIRCEL LTD. and be deemed
authenticated only after duly sealed & signed by Authorized Nodal Officer for evidence before court of law.

From: ccps-raj@nic.in [mailto:ccps-raj@nic.in]

Sent: Monday, May 26, 2014 3:43 PM

To: rajasthan nodaldesk

Subject: REGRADING NAME , ADDRESS & CDR IN REFERENCE FIR NO.07/13 U/S 66A , 66D IT ACT IPC ps
cyber crime police station jaipur

DEAR NODAL OFFICER,

PLEASE PROVIDE NAME , ADDRESS & CDR OF MOBILE NUMBER 9636204700 ( PORTED IN
AIRCEL )FROM 20-05-14 TO TILL DATE IN REFERENCE FIR NO.07/13 U/S 66A ,66D IT ACT B IPC pscyber
crime police station jaipur rajasthan

SHO
cyber crime police station
Jai pur Rajasthan

This e-mail message and its attachments are for the sole use of the intended recipients. It may contain
proprietary, confidential, privileged information or other information subject to legal restrictions. If you are not
the intended recipient of this message, please do not read, copy, use or disclose this message or its
attachments. Please notify the sender immediately and destroy all copies of this message and any
attachments.

WARNING: This e-mail message including attachment(s), if any, is believed to be free of any virus. However,
it is the responsibility of the recipient to ensure for absence of viruses. Aircel shall not be held responsible
nor does it accept any liability for any damage arising in any way from its use.
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c 94

Electronic Mail &1 T¢ # Emaul%ﬁ%ﬂoﬁ%mﬁﬁﬁﬁmﬁawsﬁWmm%ﬂwm% IR
“E-mail” B 3R FTB! URUTH & o) “SAd-d Ad I 30 SddeiHe (Sa1zq &1 UGN & drd
ANTT ST G BT HEH-TaH H 3 TF B 27

Email & U TR ¥ g X § AoH & ol $Eer Aeadh aﬁ Internet &1 IUANT BId %I PG
K] $T T IAS E-mail Address Tl §1 3R M0 fbel safed o1 sifere A Aol a6 €, o
YS! ITHT SHA TQY Ul i1 dlfed |

Email &1 I9ART §&T €U ¥ TRe, U, SIagHc a7 it gk ke & BRI Bl Yo 3R U & & oy
o S g

YRE A To AT i AT Targer R free 3 & e 2

Gmail (www.gmail.com)

Yahoo! Mail (https://login.yahoo.com/)
AOL Mail (https://login.aol.com/)

Mail (https://www.mail.com/int/)
iCloud (https://www.icloud.com/mail)
Rediff Mail (https://mail.rediff.com/)
Yandex (https://mail.yandex.com/)

No U ks W=

E-mail Address:

TP E-mail Address fbdl AT 3/bIde BT Ul gidT &1 SHBT SUART B 3T Email Ul 9 UTd B
qHhd 81 T TS &R fBI3C & o e gial g

3ITEXUl & AU - ptsjdr@gmail.com

o Email &1 S Uga R&1 gd1 8 I '@’ Rigd ¥ Ugd aTell U1 @t Username BidT 81 31id 39 R
IR I Afad BT AT, HUHT BT ATH, TR BT 19 7 fH Jg BT A8 311 bl g O™ ptsjdr

o 3T fRWT '@’ (at sign) S Username 3R Domain name &1 3@ &l gl

o 3ifd fe1 Domain name BT 81 S A 91T § % {59 Ut & Mail server &1 IUGIT faar o
|81 §AR A § 89 Gmail.com &1 ITART R IR § 3HTas Ad o 3R Ui &4 & forg|

1. Yahoo.com, gmail.com, hotmail.com, redifmail.com é@rﬁr—r@ﬁfﬁﬁwﬁl

2. IfeTy 3.0 3sel & Rgfifad STHeRT / Rl A & foe 3-0d Jak dedrse R Afed u/s 91
N

i Ty 3-AS IS Sl bt IUTNTH Al MBTST
ii oy 3rafdy & @ faaror
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iii GfeTy -0 S St e R PHel I IS T2

iv afe fifsa S-0a st ot 3fh 3 Taiftra 8, Y tifSa & S-0a smSat & geru U SeT &l gruffia ¥
R ifSdl & Masd IR U 791 UIas 9 |

v Ty At / axdRY / g o wt urL & Heiferd ufaal Sam L
vi S0 SRIY T g1 &1 IR ot ford 36 simues! SHaRt / Rbls &t saxgddi g |

3. ﬁﬂ%@? EI%I"I aamst’r (iptrackeronline.com, my ip.com, e-mailheadertracer.com, ip2location.com) &
e Y 5-0d gex ¥ TS 1 Tgq o4 &1

4. ﬁﬂﬂ&@[&ﬂﬁ@ﬂwmmﬁﬁ%ﬂﬁ m@%m%aﬁwhatismyipaddress.com 3
faRy =0 @ St ugq bl 1sp ¢RI B

5. Send a notice u/s 91 Cr. P.C. to concern ISP to provide the complete profile of user,
6. [3T T Ud R Higw sufekd o1 @il |

7. ORISR Ja¥TSed o o fecal UTC TR oM # el © o el 288 @ STHaN
@ foR UTC+5.30 Hrs BR& TISH Blsdd [haT SHT arfed |

AT B ADIA 3R TSH $T UaT:

3TThT Sad R 5 ST J Ad M1 8 38 3N B3 | b Age T3S | elsH & SRR |
faa @ e W Y B | 3YF d1¢ SHOW ORIGINAL TR Y H |

3:30 AM (9 hours ago) - E‘

+ Reply

‘=~ Reply to all

= Forward
Filter messages like this
Print
Add o Contacts list
Delete this message
Block
Report spam
Report phishing
Show original
Message text garbled?
Translate message

Mark as unread
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Original Message

Message ID <CAOrU-hsx_80CmnR8efcA1ca_ELMd50a21yDgQ=QFcyrtndehXQ@mail gmail.com=
Created at: Thu, Feb 18, 2021 at 9:19 PM (Delivered after 12 seconds)
From: Surya Prakash assgieeser noliceuniversity ac in=
To: Kapil Pareek <peilesseipoliceuniversity.ac.in>
Subject:
SPE: PASS with IP 209.85.220.41 Learn more
DKIMS 'PASS' with domain policeuniversity-ac-in.20150623.gappssmtp.com Learn more
Download Original Copy to clipboard

ESEEERIREG]
S CER
S AR
- O

Tr=RH _
. YR @I Sefed
SIEE|

. 1P
T AHBR H R PR Jhd &

o S MARER Bl Hicae B Johd g

o ST MY S SAT T hd g

. IP® DI AGq Y [SAZH &1 Udl T Iahd 3|

. TR B B R, R T SHA TAETEOR B 0 N |

Return-path: <user@example.com>

Received: from mac.com ([18.13.11.252])
by ms@31.mac.com (Sun Java System Messaging Server 6.2-8.84 (built Feb 28
2087)) with ESMTP id <@IMIB@7ZN7PETGCOEms231.mac.com> for user@example.com; Thu,
89 Aug 2087 @4:24:5@ -avee (PDT)

Received: from mail.dsis.net (mail.dsis.net [70.183.59.5])
by mac.com (Xserve/smtpin22/MantshX 4.2) with ESMTP id 179BOnNS@éelel
for <user@example.com»; Thu, @9 Aug 2887 84:24:49 -@700 (PDT)

Received: from [192.168.2.77] (78.183.59.6) by mail.dsis.net with ESMTP
(EIMS X 3.3.2) for <userflexample.com>; Thu, @9 Aug 2007 84:24:49 -078@

Date: Thu, 89 Aug 28087 04:24:57 -@760

From: Frank Sender «senderflexample.com>

Subject: Test

To: Joe User <userf@example.com>

Message-id: <61@8E6DBD-252B-4602-A54C-263FESE@2B41@example . com>

MIME-version: 1.@ (Apple Message framework v752.2)

X-Mailer: Apple Mail (2.752.2)

Content-type: text/plain; charset=US-ASCII; format=flowed

fontent-transfer-encodine: 7hit

e Get Source/ LOOKUP/Anayze §¢+ ¢dld



By Google Translate X | G mai tracing by email address - X @, Fre

<« X @ ip2location.com/free/email-tracer
IP2LOCATION
Applications

Firewall List by Country
Firewall List by Search Engine
Redirect Visitor by Country
Traceroute Application
Traceroute Web

Email Tracer

Downloader Script
Extensions / Plugins

Widgets

Establishing secure connection.

P Type here to search

IP Address

Country

Region & City

Coordinates

ISP

Local Time

Domain

Net Speed

IDD & Area Code

ZIP Code

Weather Station

Mobile Carrier

Mobile Country Code (MCC)
Mobile Network Code (MNC)
Elevation

Usage Type

IP Address

< Emal Header Tracer | IP21 X ) Email Header Analyzer Tool To - X | M Intimation of Contribution Cr= X | M Original Message

Home Products Buy Online  Developers  Contact Log In 0 item | US$0.00

Email Header Tracer

This is a free service to trace the email path from sender's location to recepient's mail server using IP addresses in the email header

We offer free IP location demo up to 50 IP addresses per day for unregistered user. You still have 50/50 query limit today

Email Headers

Delivered-To: uttamkumawat@gmail.com
:91b2

Received: by 2002:a05:7110 2:b029:35:533d-aae7 with SMTP id s18csp309333gef,

LOOKUP

Sender

IP Address 59.163.46.22

Country India

Region & City Maharashtra, Pune

Coordinates 18519570, 73.855350 (18°3110°N  73°51'19°E)
ISP Tata Communications Limited

26 Feb, 2021 11:35 AM (UTC +05:30)

- e e

59.163.46.22

i INdia @

Maharashtra, Pune

18.519570, 73.855350 (18°31"10"N 73°51'19"E)
Tata Communications Limited

26 Feb, 2021 11:35 AM (UTC +05:30)

tatacommunications.

(DSL) Broadband/Cable/Fiber/Mobile
(91) 020

412415

Poona (INXX0164)

TATA DOCOMO

404

01/025/801/819/908

557m

(ISP) Fixed Line ISP, (MOB) Mobile ISP
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D. IP Address

IP &1 Full Form ® Internet Protocol BIAT 21 IP address network hardware &1 identifying

number BT 81 IP address T device P! IP-based network ﬁ@z{ devices & FIY communicate HIA
& foTT allow HT 5|

IP address, B! simply gH “IP” 1t g IHd 8| T TP unique address BT § 9 TP device
B Internet g Udh local network H e O identify forar S WT%I Yg Udh system Gl w system

& GRI recognize 819 & AT allow HRAT 8 S @Y via Internet protocol connected Al primary
types ¥ IP address formats 81d & — IPv4 3R IPv6.

Use of P Address

Udh |IP address fopddt ot Udh networked device G Udh identity Uald dhdl %I o B Uh TR I
business office &1 UgAMH & o 39D TH specific physical location BIdl T, 3l I UPR
TP network H [T 3{ATT devices BT IP Addresses & ATHH ¥ differentiate faT SITdT B 1

W%%ﬁ.W@Wpackagem%waﬁaﬁ@aﬁwwﬁ?{%ﬁm%ﬂﬁ
& forg H?ﬁ JTD! exact destination location A T 3TARUH § | HAd receiver BT ATH &1 BB
I8t 81T §, WY § IUS! U specific address ff g =1feY, T &t 39 package # forar Smar g o
attachmﬁﬂ%,mﬁa%’ packagewwm@ﬁﬂﬂﬁ%l Q@Wﬁﬂﬁﬁﬁﬂiﬁﬁ

TUh HAYCY U SICT Sfd TN HAYSY Bl Aol Sl & Al Slel Ydhe & AT [P address,
attach ®R&® WSl SITAT & dlfeh @l STel Ydhe Hel HRYSR R Ugd 9 |

IP Versions (IPv4 vs | Pv6)

IPv4 TR version & @81 IPv6 IT®T upgraded IP version BT 81 IPv6 I IPv4 & RIM W
ST T AT FATf 1Pv6, IPv4 B e H SATGT number BT IP Addresses Ue Rt 7

IPv4 addresses 81 3dd 4 billion unique IP Addresses (2%) & UaM &R Tl g1 T +ff sga
TG addresses &, Afdb 3T & modern world & fIT 3 HTw! 78T 8 o fhaiTSl A% user & U
TP J TTET 31T 3T devices § O 1 internet BT SXIHTA B & |

3R &Y practically T dd gFAATHR & 7 billion people ¥ SATET AT § | 3R UAH @M UH Ui device
BT ST B a9 Y IPv4 3T sufficient IP address TaH &3 H W& 81 7

ﬁ@ﬂﬂ IR [Pv6, B 340 trillion, trillion, trillion addresses (2'2%) @1 support HRdT TN e
340 3R 3P WY 12 zeroes! TUH AT &1 3R Gt &1 Udd 30 ot ARG devices H internet
& 1Y connect WW% ad 1 IP Addresses ﬁaﬁérﬂﬁﬁsﬁn

1T IP Addresses 1 supply @R & TTY T1Y 1Pv6 3R ot 8 & benefit TS HRd § oI ®1-

e IP address collisions &l il Sl Pt private addresses, auto-configuration I g ¢ Iy
H Network Address Translation (NAT) H I HY ST ﬂ@%l
o 3 efficient routing U™ Bl %’I
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o IY H easier administration UG Bt %I
e ¥ built-in privacy ¥ T Bt B

IPv4 addresses 32-bit numerical number Sl &I UH decimal format H forRd gl gd § N
®1203.278.148.81 T 192.138.0.1. &I IPv6 | trillions &I dlelc H addresses Bldl g, 3T 37
hexadecimal & format & display {1 ST 8, S &1 3fge:1800:4545:3:100:18ff:ee21:97cf.

|P Addr ess B TdT HY
D1g W IE A, TS T YPR B 8 Fhd o—
1- Public IP Address

Y BT IP Address TdT HI-

3TUd Router & P Address @I ?.;_GFIT ggd a1 3 gar g, foraes fo oy WhatsMyIP.org,
gl WhatlsMylPAddress.com 1 SITHIT hR THd &1 A sites 37 I network-connected device &
1Y BT B Fhal § o Pt Td web browser &I support B B, o smartphone, iPod, laptop,
desktop, tablet, E_GEIT%

© Whatls My P Address - SeeYou X 4 = X
¢ X @ whatismyipaddress.com * @
(] Whatls Enter Keywords or IP Address m ABOUT PRESS BLOG CONTACT
i/ MylPAddress
MY IP IP LOOKUP HIDE MY IP VPNS v TOOLS v LEARN v

My IP Address is:

IPv4: 2 164.100.145.28

IPvé: 2 Not detected

My IP Information: Your private information is exposed!

ISP: National Informatics G HIDE MY IP ADDRESS NOW

Centre

City: Tonk chow Complete IP Deta Location not accurate?
Region: Rajasthan Update

Country:  India

Which is your biggest concern about using the Internet?
v v v
Waiting for whatismyipaddress.com... I~ A _

R Type here to search
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frdl 3 IIEW. TSS9 & IR § WHBRNI UdT HR-T—

Pl a9 &1 Mg U. Uxd &1 IP Lookup ¥ WANT &R UM &l A I8 UdT ol
Thd & b a8 IS T b Wied &1 ©, 59 <o &1 ©, fhd bR &1 8 sme |

9@ ford 9 uBR whatismyipaddress.com @1 &hH R & T SRe dfa # TS,
9. Us9 forgax 9™+ & 0 Lookup IP Address ged WR fdetd o¥dl ST9T S99 3TE.
. Tgd 9 GeOd SHeR) A fever 8 Sy |

€« C | [ whatismyipaddress.com/ip/173.252.101.50 %O =

=
@ Wha

) WikAaaress  How you connecttotheworld — g g o

I

IP Details for 173.252.101.50 @ WhatlsMyIPAddress.com

[ Like Page 243k likes

BLACKLIST CHECK [TRACE EMAIL [ CHANGE IP HIDEIF | IPTOOLS FAQS I COMMUNITY

MY IP [ IP LOOKUP [ SPEED TEST

This information should not be used for emergency purposes, trying to

DOES YOUR

CAR HAVE find someone's exact physical address, or other purposes that would
LIFETIME ENGINE require 100% accuracy. Please read about geolocation accuracy for
? Dell costs 4-6x less

WARRANTY

more information

than other flash
173.252.101.50 Lookup IP Address| storage.

<

General IP Information

IP: 173.252.101.50
Decimal: 2918989346

TO PROTECT Hostname: edge-z-m-shv-01-ash5.facebook.com
THE HEART OF
YOUR CAR ASN: 32934

ISP Facebook

N
% %l Organization: Facebook @ \nrnvn\aéxlxsdd
yl ress

Services: None detected }

aa

Lottt

Type: Broadband
[J CLICK HERE Assignment: Static IP What online
Blacklist: Blacklist Check| criminals don’ t
Geolocation Information want you to Like this site?
@ I know . Postareview!
‘ T ozpdf ‘H B 04 (1)pf '" T oapaf M ‘ B dotNetbuas Full_setupe.. || 8 dotNetFsd0_Full set..exe '“ #3 dotNetFxd0 Full setupe.. ~| ¥ Showall downloads., X
J I J

O s D)

39 ¢d &A1Y ATYH| FT fHa-

o IMSUYUY 3R TS HT AW
o IPHIERE AH

. TR AR

° aaa/w

e
o T BT AT 3R SR
o ITNTFTATDIS
o I IP W T arclt B8 +ff J1d Aar
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2- Private IP Address

I frEt specific device @1 private IP address @ SITHAT AT ST T8 81T 6.

Windows ¥, 310 3[4 device ®1 IP address @1 Udl via Command Prompt & qHhd % S forg
3TYH! §9 ipconfig command BT BT SXTATA BT TSI,

Linux users &1 sﬂ% 1%111 304 system A Udh terminal window B launch HAT ﬁm % 3R enter &3
command hostname — |d%mﬁ capital "I mwsﬁ?ﬂ%) ifconfig, T ip addr show.

I8 macOs, H 3T command ifconfig BT ITURT HR Jabd & AU ! local IP address B UM P forT,

iPhone, iPad, 3R iPod touch devices & 3d private IP address ﬁé”@ﬂﬁ% Wi-Fi Menu H Settings
app @ GRI. 39 ¢@1 & foIE, 3MUD! tap HRAT BRI small “i” button BT SN B network ORI 3T
connected Bf 3TF next H BIdT 8.

Android  Devices® 30 3{UT  local P address &®&4 &  foU
Settings > Wi-Fi, IT Settings > Wireless Controls > Wi-Fi settings Pl steps UldI Rl E;IJII.

3TIHT TR I network F HUR tap HIAT 81T & ORI 3T B €, TR 3MIBT network Bt Joft
information ﬁ@]ﬁ%ﬁlﬁﬂ%mﬁ private IP address W graT g
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CRIME SCENE, FIR AND CHARGESHEET

TSR MURTY A9 Uge=

SIR1Y HIF UeYE W], 33 A aifRw b

1. U IR & 1Y U IFId 11 &1 79 e |

2. ¢ & TS G &1 fafry fordert 9|

3. HIRT / FfEA HIRT & WY i Sy & 1Y Th BRS ¢ fbe T |

4. B8 IR (HeR / ez / ATSH 3R $YER / AU / 3R T 37 IJUHRUN) @ Hifass fufa &1
gRafda T &9
5. BT B ! fRufa & 7 forw e Ren ot a7 difsammmt &3

6. Crime scene &1 T Thd S B 3R TH BIE-IR 3R Fraes HifSa &) praes bad ™I & Y
femm|

7. Crime scene T H¥ =01 [aATT d@ifes &I i ada Riked @ ST &l geT / g1 78] & |

8. faf¥rs SumRult & RIpraedl / Aifere P Ugar 3R fqarur, SuaThdf A, a1 yerarsh & faavur

T B | 31331 1 Jg GHYT HRA1 a1ieT foh 3 fa Tare! & Iurfa # fafirs arad wkfem /
A& THHRT T H3A & T Wit 3R st A9 & A1y Iuersy 8|

9. 3{TH-TTEC ST W, ST Yex 3R WS B U] Il o a1 9-3q Frerstt ofe afga
Tt JRen gonferst R § TS TSR 3Hg1 B

10. 31 AT &1 GH Bt UM B Sl Aeadh &1 UgdH HR Tdhd ¢ | edd b1 Uh AoHEG ARG
DR & SR TIR B P o STAH g

qa-STe oAl T T FEr 3N G ARy F g e) qw A Ser =g
ST 33T 1 TSAT / HWY & aR FA qUT PRI &1 qa-511d HedThel TeaATdell ST I It
HT Tdh AT ¢dT & Ui ST T Ig €I I@AT g o ORIy / 3oRrer 1 Rufd & 3mur
W 36 I # 3R FEaRa & S gl
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?ﬁﬁéﬁﬁﬁﬁhzmﬁ
i) TR bt W Alvlg HeR Riey &1 I=1 Bt ugaH &1 |
ii) SeXC U IS PR RReH P W& &1 UgaH S|
iii) Scads STaren 3R 3fhedRR (@ Ee - Tav) & IR H faarur ure &1
iv) dfiétdt / 39 a1 fFaft e &%, afe &1 81
v) T ISR HW A1feres gRT fbdt off Sudiearal veed TiedeR 1 IURT fahar ST 87
vi) U 31afd & fY Sexme SuaNTHaiaf & T RfoRex & U & |
vil) TSR $W P HIfeieh GRT 3UATS 715 TRl STz TTferdt & URegU & Sife 3 |
viii) |TFER b b HIferp GRT fbT TU BTS TR U 1 Wil Y |
ix) TTZER ot Junferdl IR WA & SUANT &1 g & aR | ifd &1 5ird By

YUY FT S X

i) HAIRM & JHR (@5-BTs / SUAC) B UgdH di|

ii) SeRAC HaRM & o fran dugex Ried &1 IRt fasar i 82

iii) 0Tt} 6T R 3R Red e ug ara aafaaal &1 faavur|

iv) SUTANTGHAl gRT SUTNT / WG arcl geM ang HeRur Hifgar @R g8 o ufiga) & aR o
fqaRT U |

v) Yead CIuTars 3R MTfdh eaeR (RATSE - o) o AR H fdarvr U &3, afe 18 811

vi) 30 SR 1T IUHRON (e / WpR / AieH, 3fe) & IR A faarur ure &1

I &1 AHF: Hale gF&aor

i) 3RIY & o ysmae oW $EeR & qred / WeE a1 HeR & ®U | IuAnT fhar Sdr 8 78
gy Sid BRI &) I TAUT STHHR! I ZhgT B | Aeg Rl § o8l IRy SR Rey &1
JUTNT FHRa faraT ST B |

i) HCX ReH &1 HIgH T & AU UHTad’: I8 UHTac Seidd Hriad i 31 URife ga-ms &1
SHGT HA H HAg Bl §, TI81 SORTY DI Alerd fava S g,

Jd-9iid Jedichd & oIt IWad URET 10 &1 THal | "ol & 90eH ¥ e H3T| gd-id
et & 3 &, 10 Py / siftipd cafdadl & g Treror Aifeq St = H Wem BN | 38t @R, I8
33T BT 3MUfEd Tgd BRI HRA & AU SMawasd ddh-1o! Terdl & UHR R [0l a4 & Jgrd
N 39 T W, ST HYBTR T B TBIT S o HY 3 g =1yl
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ITEaR AT B THITS IR dYR HIAT

fifga, SRR, Tarel, Txarasl e 3R HTAH NG Tl H gl & IR H T THGRI & aR
T 31 BRI Ta aTe Th WAADT | / 0 F T AT &1 JHSH 3R S1d B & T1Y-T1Y 18
T & U deayyl g1 UWEeR § ia audl &1 wuflie weg O oidr |1 39fed e
HfYBTRT} BT Th 3R THIMSIHR ol B3 H Ui Sl Bt Hag B P Mayhal g |

1. Tifed 3R iy safdd & R # THHRT: fifsd iR Ifery sufdd & IR A faRy &1 te urufdre) #
QMiHet fovam ST anfe e

(i) T & aR | uget ga1 Ruié gufararss gt =il
(i) GHCT3N B HTATIHH H foraT ST =1y,

(iii) T § e fafta <o & IR o gt faarur &1 I fowan ST =it diega e, 3-3 U,
JTAZE HT U, TIUHTY / THUHTY Joe 3R g8 &idl, ey / W) / aud &1, d @l &
difgar fFafthn, dsarsel w uife / gk @ffew / difsa / awdiiy) rashid / sha &) fafy ok 39y,
g8i & URL, fdadl 3R 39 Teaifiidl & IR & 3 SFa R,

(iv) ST BT & Ifad Tl B AR HAT|
TTgR AWRTY B FRIpTad g6 H1 & fore s

1. IR WY HI RGBT Gof B BT UG HcH I8 & [ IdHH | e & ISR HIgHA I P U
forRad fRrerad oot 811

3TEET AT & YR, Ueh TRER ORTY A SMIGR & & TR T 3M1dT § | TUHT AdAd I8 §
foh TTZER B1eH BT g 4R | fadt off TgeR a0 T <o B S T B, IR 98 09 T I
ARG F AT

I H, YRd & 31T Te’l § gaftd IseR HEd I 3

2. TSR AWRIY BT FRIBT gof HId U, 3MTD! A B & fo1T (U1 A1H, Juh fIaR0r 3R gar
UG ST BN 3T WER & WIZaR RTY d & UHE &) fifed Rivrad o1 daifed w3 ot
TILH T § STgT 3T TTZeR RIY B! BRI oof BRI} B

3. I 3T AT IS & RIFHR €, O gfer Wy # Rl w3 & o smuest wgrar & forg ua
HTL IBId O Tuds far S T g1 9% sifalad, smuew! Riemd & 1Y @ cxdas UeH &iA
¥ o0 T o TehaT 7 | BTaiifeh, T8 STIRTY BI Upfd R Rk v

4. TSR URTY P WU} oof B: Al 3Mudp Uy YR F fbelt ot Frger At aep uge el B, <t 3y
R gfers WA # ugdl o Ruld (@ egeiR) ool &= Jbd ¢8| Ufd 31U Riebrad a8] WieR
Tt @ STl B, Y AT MY T WX & A1fAh ARET F Tudh R Iavd g |

5. $F TR MR HRY YR ¢S IfgaT & d8d 3Td 81 37 3¢ KU HRA & e Fdvean
RIHTT G WA & WISaR 3ORTY &1 Ui gof $HR 9dhd ¢ |
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Ig URT 154 & dgd fHard g, <€ ufehan Wfedl, Ud® gfer sifieRt & e SRy &t SHaR! &
FIASIG / URTY D1 FRIBTId gol By & o, Forad sroRre faram mam

6. HRA &S Wfgdl & SIdifd S aTdt BT WISeR SURTE ! T ORI & U H Fiiepd b
a1 8 | Uh T URTY 98 ¢ Forgd IRuaR) a1 Wig & ot aRke ot 3axaear Ael gl 8|

T A B, TH Yo feRt Rieradedl § Y Wifle! gof d & U 919 g1 9P 918 39 39
RIF & SR &7 § gferd A & Uo1 A1fgu, St SroRTy fovam am o)

7. R THRER I Tl F HifSd Y $© Fica 1 e B 8, F W ¥ @ 39 7 S 3
TaLIH T gl § Fifeh I8 Yferd Reble UR SIRTY &1 AN HRA H T §aie HR- 4 gadl ¢ |

ITSaR SURTY ATHE] B ATSIRNIE dUR HIAT:

f&fred / saaci e 16T ZaR SURTY SITd &1 2T R | 1/ 0 B Aoi=iie | offd &b GRM
T hd fEfied / 3aacie wred <nfira g1 =g

feforea e
1. G / el IrRf 7 vHeHEy SR difsa) @) i fife axdiR, Tite St 3R 8T8 St & oft|

2. AT S F ol file / W11 O % g, fEer SidhIde Ad 3Haa / RTEHUY AHI3T / 39 U, A
Ul &1 g3RUA |

3. 8T8 5% SR AINEd WIH & Ad H ZaR BRAIG ¢d gRT 30 o2 Hed & I1Y SARHAT 3R ST
fa=amor o |

4. TSR / STeT TTUe B, (Had TfeT™ TRRG & forg), Feuw |
5. TS Iy UHe ed, AZaR b 3R 37 dadrsel I Jite HIat A firel STHeRt |
6. T1UC 3R BTS B4 T STl / THLHUT I YT SIHPRI |

7. AT g / T 91 FRURR o1 wite 3R 18 ufaat | &1 s uadt/ vHuadt / Jieret Qrgey R Well
T

EEALE

1. gt f$foree Tieal &t 518 »1d

2. f&fSTed T8 U8 WIH 31R chain of custody
3. gt UG =HI & A1y THUHTe faRIv i Y |

4. 318 HIUT B 1t URURS RBH1E S T THIMEIR, TTaTe! & F9T, ST 104, SURTY % €9 Bt RUIC,
& RPig|
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5. HRATT J1&T HATH BT THTUGS u/s 65-8 P ATIRITE b T Taid BT Sifard 8, Sl Taugut / St
/ STETHUT / YTaH e AN MU Y|

6.-4TaTerd H His! / Stdtal | Saidg - H1&d Ugd fby ofiF A1fg Ul

oiRfie TR $1 & R fezn-FAdar

1-971 / TSR ool B & SR RIbradmareil gRT A1e B T8 G URifies SHaRT &1 amieie
T it o ST el

2-FUaT JAYT B o TSR & Sfcaraa syt oinft off Arme & for @] € an 3fad TAA 2008
3R 3 e SMEURY, faRy 3R I HHA! Afed A T Ugd U & dge &I Iarg df

SR 81 (U s Dol & TR 31T 3i 71 318! Tae 1 TTerd UIRISH & dgd dreidiie 9v)

S—Eﬁﬁiﬁﬁﬁ?chain ofcustody@TDECﬁﬁ%ﬂTH@HGﬁTWmWﬁW%I
4-gAfYd o 5 TR WY B UHiA 3R THUINT A1 BRAG Wied ¥ R savad
TFSHRT / fazawur &1 areiziie § die ¥ wnfiyd fosar man g |

5- HIEH A9 T HIsH H TN R T RRed @ ugaH @ ufhar @ dea o
STF®RI 3 3N §RT SUAE] HRIS Sl a1y |

6-PHTdT 3 Gl Ab-op! faaal ol A B g4 A ¥ a8 & wu H f$fored ugam, Idred
3R fawerwor fama |

7-F941 FT5HY & 1Y IR DI RATUT B & Y HIeepd | gfed gersi &I fid &1

8-PUHT U WIel! IS1-3R H S & GRM A oy 7L f$foiea ared R &< |

9-FHUAT U el H fefored Tiegd &1 Sra Jait a1 |

10-S19 & ERM s ST 3R 3T FIEATR W THIMEIR eR 3R TroiRfie HaR BT I HRAT A
U |
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SEARCH AND SEIZURE OF DIGITAL DEVICES

TTSAUX / ST / AUCTT / HIGTSd GBI B oeai:

Chain of Custody T8 THTTOTT 3 &1 Ufeha § fas [t w16 &) fohd avg @ 3avgI fhaT g, o
foaT T B SiR SrEIad B URT O_e OF% dA IUD! YRET i ollct! ¢ | X IR o 1} e ST we faam
SITdT €, Chain of Custody TIH 1 3 B BT AT Bl 8, ATIH! T I 81T fh Tg |,
I8 Hel ¥ T § 3R UE Hel T §, 3R Dl 3R Tl 81 b g1 [t 1t duger BRI S &1
W%maﬁawmsﬁiwmwmﬁfﬁcmm ofCustodyWGﬁlﬁWﬁﬁﬁ:lﬁ
BHRAT BIAT § (O HueR ey, 318 g12d iR 9% 3U H1Ul) | MUt U8 YR oA o 1axaehdl §
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ANNEXURE-A

CHAIN OF CUSTODY FORM FOR SEIZED COMPUTER/ LAPTOP/ HD AND OTHER

REMOVABLE DISKS

CHAIN OF CUSTODY

DETAILS OF THE DIGITAL EVIDENCE

CRIME NUMBER ..............

DATE OF SEIZURE ......................

NAME OF THE IL.O ..., TIME .o

P.F.NUMBER ..........coiiii e,
TECHINAL INFORMATION

MANUFACTURE MODEL SERIAL NUMBER PF NUMBER

DESCRIPTION
CHAIN OF CUSTODY
REASON/ACTION | RECEIVED RECEIVED DATE TIME REMARKS
FROM BY

REASON/ACTION: 10 SHALL ENSURE DOCUMENTATION OF THE TRANSFERRING
THE SEIZED EVIDENCE TO OTHER CUSTODIANS IN CHRONOLOGICAL ORDER.

DIGITAL EVIDENCE COLLECTION FORM

DIGITAL EVIDENCE COLLECTION FORM

CRIME NUMBER : DATE :

PS/CIRCLE/SDPO: TIME:

10 NAME ITEM NUMBER:

LOCATION CUSTODIAN/SUSPECT
NAME
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COMPUTER INFORMATION

|:| LAPTOP |:| DESKTOP MANUFACTURER

|:| HDD ONLY |:| EXTERNAL MODEL NUMBER
HDD

|:| OHERS SERIAL NUMBER

TIME ZONE ASSET TAG

BIOS DATE AND
TIME

ACTUAL DATE AND
TIME

EVIDENCE DRIVE

ACQUIRED BY DATE OF
ACQUISITION
SIGNATURE OF 1.0. TIME OF
ACQUISITION
ACQUISITION INFORMATION
|:| IDE |:| SCSI MANUFACTURER
|:| SATA |:| OTHER MODEL NUMBER
SERIAL NUMBER
HDD SIZE
COLLECTION DETAILS DESTINATION DRIVE
DETAILS
SOFTWARE USED MANUFACTURER
VERSION MODEL NUMBER
WRITE PROTECT SERIAL NUMBER
DEVICE USED
VERIFIED BY HDD SIZE

IMAGE FILE NAME

NOTES
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ANNEXURE- B
REQUISITION LETTER TO FSL:

FORWARDING NOTE:
(IN ALL CASES WHERE EXAMINATION OF ANY MATERIAL IS REQUIRED AT

THE LABORATORY, A COPY OF THIS FORM DULY FILLED IN SHOULD
ACCOMPANY THE EXHIBITS.

CASE NO. POLICE STATION
SECTION OF LAW DISTT.
DATE- / / STATE

I. NATURE OF CRIME

NATURE OF CRIME

ANY OTHER RELEVANT
3 Y

II. LIST OF EXHIBITS FOR EXAMINATION

SR. NO./ |DESCRIPT HOW, WHEN,| SOURCE OF R
BARCODE|ION OF AND BY WHOM) EXHIBITS E
EXHIBITS FOUND M
A
R
K
S
. NATURE OF EXAMINATION REQUIRED
SR. NO./ DESCRIP .NATURE OF | DATE OR ANY KEYWORD
BARCODE TION OF EXAMINATION OR FILTER
EXHIBIT REQUIRED
S

WXIV>ZIMXO
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I/O°S ARE ADVISED TO PAY ADDITIONAL ATTENTION TO THIS SECTION, AS THIS

PLAYS A CRITICAL COMPONENT IN THE INVESTIGATION. APART FROM REQUESTING
THE INFORMATION REQUIRED FOR INVESTIGATION LIKE FILES, DELETED
INFORMATION, ETC., FROM THE DIGITAL EVIDENCE, LOT OF OTHER INFORMATION,
WHICH CAN BE DEVELOPED AS SUPPORTING (SECONDARY) EVIDENCE IN THE
INVESTIGATION LIKE LOGIN TIME, USERS LIST, VARIOUS APPLICATION INSTALLED,
IP ADDRESS, PRINTERS CONNECTED, ETC.

I/0 'S ARE SUGGESTED TO CONTACT THE FORENSIC LAB PROFESSIONAL TO

UNDERSTAND WHAT KIND OF INFORMATION CAN BE RETRIEVED FROM THESE
DIGITAL MEDIA WHICH CAN BE VITAL EVIDENCE.

SR. NO. FULL NAME OCCUPATION | SEX DATE AND | WHETHER
TIME OF | BAILED, JC OR
ARREST IN POLICE
CUSTODY
SEAL RANK AND SIGN OF THE I.O.

O/MW NO. - DATE- ...,

FORWARDED TO THE DIRECTOR

SPECIMEN  SEAL/S IMPRESSION ON | SIGN AND DESIGNATION OF FORWARDING
EXHIBITS OR PARCEL/S

OFFICER

CERTIFICATE OF AUTHORITY

CERTIFIED THAT THE DIRECTOR...... it e e e HAS
THE AUTHORITY TO EXAMINE THE EXHIBITS SENT TO HIM IN CONNECTION
WITH CASE NO. . us . POLICE
STATION....coi e, DISTT.
DATE :
PLASE : SIGN AND DESIGNATION OF
FORWARDING AUTHORITY
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DIGITAL FORENSIC AND DIGITAL EVIDENCE
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Digital Forensics Investigation Process
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Acquisition

Seizure (¥oR)
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EnCase (https://www.guidancesoftware.com/encase-forensic), Sleuth Kit
(https://www.sleuthkit.org/autopsy), AccessData (https://accessdata.com) RAM A B FER HA
& fog (volatilityfoundation.org)
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Digital Forensic Tools
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The best computer forensics tools

Digital evidence can exist on a number of different platforms and in many different
forms. Forensic investigation often includes analysis of files, emails, network activity and other
potential artifacts and sources of clues to the scope, impact and attribution of an incident.

Due to the wide variety of potential data sources, digital forensics tools often have different
specialties. This list outlines some of the most common and widely used tools for accomplishing
different parts of a computer forensics investigation.

1. Disk analysis: Autopsy/the Sleuth Kit

Autopsy and the Sleuth Kit are likely the most well-known forensics toolkits in existence. The
Sleuth Kit is a command-line tool that performs forensic analysis of forensic images of hard drives
and smartphones. Autopsy is a GUI-based system that uses The Sleuth Kit behind the scenes.

The tools are designed with a modular and plug-in architecture that makes it possible for
users to easily incorporate additional functionality. Both tools are free and open-source, but
commercial support and training are available as well.

2. Image creation: FTK imager

Autopsy and The Sleuth Kit are designed to examine disk images of hard drives, smart
phones and so on. The benefit of analyzing an image (rather than a live drive) is that the use of an
image allows the investigator to prove that they have not made any modifications to the drive that
could affect the forensic results.

Autopsy does not have image creation functionality, so another tool needs to be used. While the
majority of the AccessData Forensics Toolkit items are paid tools, its FTK Imager is a free product.
This can be used to create disk images that can then be analyzed using Autopsy/The Sleuth Kit.

3. Memory forensics: volatility

Tools like The Sleuth Kit focus on the hard drive, but this is not the only place where forensic
data and artifacts can be stored on a machine. Important forensic information can be stored in RAM,
and this volatile memory must be collected quickly and carefully to be forensically valid and useful.

Volatility is the most well-known and popular tool for analysis of volatile memory. Like The Sleuth Kit,
Volatility is free, open-source and supports third-party plugins. In fact, the Volatility Foundation holds
an annual contest for users to develop the most useful and innovative extension to the framework.

4. Windows registry analysis: Registry recon

The windows registry acts as a database of configuration information for the Windows OS and
the applications running on it. These applications can store a variety of different data in the registry,
and the registry is one of the common locations where malware deploys persistence mechanisms.

It is possible to open and view the Windows registry via the built-in Windows application regedit, and
registry analysis is built into some forensics platforms. However, specialized tools like Registry Recon
are available as well. Registry Recon is a commercial tool that is designed to rebuild Windows



Page |60

registries from a forensic image and includes the ability to rebuild deleted parts of the registry based
upon analysis of unallocated memory space.

5. Mobile forensics: Cellebrite UFED

Mobile adoption is constantly growing, and many organizations allow employees to use these
devices at work either via BYOD programs or corporate-owned devices. Additionally, these devices
are a growing target of cyberattacks, such as phishing, making them a likely source of valuable
forensic information.

With the growing importance of mobile forensics, a mobile-focused forensics tool might be a useful
acquisition. Cellebrite UFED is widely regarded as the best commercial tool for mobile forensics. It
supports a number of different platforms (not just mobile devices) and boasts exclusive methods and
tools for mobile device analysis.

6. Network analysis: Wireshark

Many forensics tools focus on the endpoint, but this is not the only source of useful data in a
forensics investigation. Most cyberattacks occur over the network, and analysis of network traffic
captures can help with the identification of malware and provide access to data that may have already
been deleted and overwritten on the endpoint.

For network traffic analysis, Wireshark is the most popular and widely-used tool. Wireshark is free
and open-source, offers dissectors for many different types of network traffic, has a clear and easy-
to-use GUI for traffic analysis and includes a wide range of functionality under the hood. It supports
live traffic capture or can ingest network capture files for analysis.

7. Linux distributions: CAINE

Many of the tools presented here (and many other digital forensics tools besides them) are
free and open-source. While this makes them easy to acquire, installation and configuration can be
complex. To simplify this process, a number of different Linux digital forensics distributions are
available as virtual machines. These VMs include a number of tools pre-installed and preconfigured.

The Computer Aided Investigative Environment (CAINE) is one example of such a tool. This Linux
distribution includes many of the most widely used computer forensics tools and may include third-
party plugins for tools like Autopsy.

These seven tools don’'t even scratch the surface of the tools available for digital
forensics. Offerings range from free and open-source scripts designed to accomplish a single task to
massive, commercial forensics platforms.

Due to the wide range of potential tools, a good starting point is trying out a Linux forensics
distribution like CAINE. This provides access to a range of free tools without requiring any purchases
or configuration.
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f&fored 9189 (DIGITAL EVIDENCE)
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& uela a1 Ufa fasa ofraT &, S $WeR, duely, ¥d B, cadc, YIS 818 3134 3R faflid il
feareg Mifear S qugd S BT ITAN B3P JUEd Gt ST idd B | 9159, TS} Hre, I8} 8IS
124, Tl / SdEt FR Aead & Ty I Ud ST &1 SRS Ried 3R Seay anT & Siamar
feforee Tad &1 ve R W w31
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fefred T8y o) BRRYS Tde P I IR fbar 91 T1ieu| "GRG J&e" T st §
SraeT IuanT fEfied BRRE Wiee! gRT sierad § Wiert 811 & fiu 3t sRdsdr & TRféd ovd
BT fefTea Weg U &= &1 Ufehan &1 9ui & & forg faran S g |

feforeat e & Fafafad fia § -

1. ST TSR 3R SIID

2. AT AT WAl (T3S W, TR Hifean 3R R HEeR @ral & fore SuarTesaf @rar
TFBRI (SUINTEA! A1, Trde, i oA 3fe) |

3. fafSrea wiey, siffear sik difsa

4. TS I 3fagr

5. 99 SIS 3fdg™

6. ARaTeh 1 BTIHHI GRT ST HISl

7. G THR D1 SIS BT (MS Office T, Sclay, Bierle, gHHm - M) |

8. RR AART H ST (RAM)

9. IR BRI (f[dStet smenfa yomferi H)

10. IR §H3AY

11. AediohT fSaRd R RISy, Rad, Wi 9aR, hreRald)

12. e R wrgdd

13. GETH T AT

14, BT 3R HITUER T AT HRA

15. 3AICI-d GrATN ANl [gw@dl

16. GPS ¢ A1y

17. IR SUHRUN (ATC Slalt, TTE XfThowex) I FHaran man feforea Ser

18. TR difgal Repife

19. TfHPS 3R f5tht g2 wrgd

20. 3R f&fred UrET & gt &18 ft ST 3R Ugd & U H ST b1 SfETad H FWIATS faT S Gl

gl

&Y & 1 =IfRu b Siftieir f$fed wisd UeR! §f Aersel JST g9 €, Salexul & fr,
Fereer 301 P IR 30T 2, $o WM U J RGP gRI &1 78 § (34 Brsdl Fafor R uladq
fafd / Ty, TRIh R TRBUT SHBRY) 3R 30 &l SUTNTRA! gRT I fohdl ST Tohdl § (WY WBisd &1
A o1 =1, fewult 3R SHe ua) |
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Additional Metadata..

UIEU% BIsd Herser

SATEI-D RPIS DI TPl

1&g AR B URT 65 T I UM HXdl 3 % gaaci-e Rols ot aneht W
I &Y 4T 65 ft F AU F FTAR AT B Bl 1 3T UPR, SAGD RPIS &
areny 9 ot off qxarash Jga @ wigg ARifraw 3 4T 65 f & aga FMuffva ufear &
TR g Wifad forar o goar 31 Tfasy Uae &t URT 65 §t 3 I1d &) WY H § f, Fis off
WHPR) gadei—e Rols A fAfgd 8, 98 a8 f&dl SR W) 31 X a1 Jar &1 9wt 8,
a1 ifvera a1 Mifes HifEar d ot a1 i o1 7 81 Fuex grT fAfifa, 3@ e g
HHT S48 3R Ya Sre- & Had & a1 yamor & wierd 8, it Jea siffaw &t urt 65 &t
) - (5) ® Freffea zaf $t wg & o= 31

dop-ita! fRAfT iR R-ae-iat sMUR

1 SfUfay &Y 4RT 65 Y AT Al @1 Wierddr & forw ae-e! fRufaa sk
R-ae-e! ST MURY & T uer Hedt 31 1y ARIFaw #Y 4rT 65 &t F IU-URT (2) 39
do-e! TRfRufaal & GeElias 7 8 o R te qa sawie Rels o) gulide st (file-
313 Tfgd) ST IUaNT fbar o gHar g1 2:
a) AP RPTe & AU F UG, FHDT I B aTaT HEex FHafta SuahT d @8t
¥ sawe Reis ¥ fAfta sHer Faffa ok I U ¥ $uer § ws &1 oIl @+
Bl
) $EX S1b | BT B T 4T; aUT
3)) gferde o1t Yo gAaei-e RPIs BT 8 Ufowg g1 a1fgu|

ST foF SIHTH RN o1 WhdT & SIS d Sl &1 Jaal I Tafd €| Jral b1 af AT
WHTT § P A i) T8 AR B € 5 31 &1 F1E AR IuanT =€) gan §; (i) feasa
3 A BTH I 8T U1, oA T7: TR 321 B Tdtopar 3R ardfaedr ifia gt 21
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UTHTOI® §1H T THT0T U=

1 SfUfay @ 4Rt 65 &t (4) IR TH-te) uRfRufeat & fore yraforear ywmr v #t
TIRHAT & T Ue el 31 WHIU UF &7 IexT T1ed AfUfTT &t URT 658 Ft qdadf
IUURT (2) gRT Faffya zaf &) g1 S3ar 31 v v &1 39 safed gr1 Fonfea /7 swanefa
o aT ST 8 1 39 SUHRUI & Wy H U ReR U W § e areaw | Se1 31 It frar
T g1 T U ® faaRur afta gdaeive Rels @1 ugam st @ity o a&ie 3 st
IeTe- f5aT 4T U7 3R sATei—® Rets & Iared & fia fsdt ot Sum~or & T faawor
S sAaei-® Rels & I & fore Iugad g | v v & fiD 1 faar S &) srdsar ik
321 &1 TS T $1 F e ot 8, a1 sera 39 W fAfar @ # e 8 9@ |
g WUl 8 TP gAI® ScTH Deors R uRadd &1 Tt 31w g1

WIS dT, adfd®dl, Saaei-e Rols 1 Idar iR faygg-aar

WP gaaeiHe Rels #1 URified tde avd & gl 3R uRfufeat & fere fafde
2, fefvrea wen Y wouan SR fasritaar wed ot gHifoat & @t 8 oY sigreal &t
sAaCi e H16T Pt Werdl R W1 3 g€ frue 21 safee, g8 wewyul 8 o & f5
ey I gRRad wR & RalE sdhcer oxa 97g Rafd # fr &Rwx, aRadw ar
afod & arrerd § uwga fmar T ¥

qrea AfUaH & dgd SrguE

red sfafrad ff saaei—e Rels & IuahT &1 gaumsHe s & e $o sga
¥ T yeE a1 21 wiey Afufrad Y uRT 85 T P HeAeR, 3Igeid I 9 At fF &
gAac-® RPIS &1 TP ey (Ue P FARIMMD IeR o) 81 & ®RU UIfdal &
AR gwer @ e fsed Ao mar 411 33 yeR, J1gg uftifAaw @ uRT 858
TRl B 9§ 9 $1 3gAfd <ot 3 7 GRfda saagie Reis o) 96 w9a & fafke fig 9
gfvafda =g farar mar @ < JRfga fRufa ¥ J&fta 8, 59 9@ & s9o fauda afaa 7 8t sl
SO QM T1&d AT B YRT 85C FATEI-D gw&R WHIUT U # ffgd wHeRt &1
T&wal & U F U & 1T uerm wear 8, 9afe gy ARy & URT 81A FARN®
0 # IoT0T & HaY | 59 e P A P T e[ Ha1 81

a1 Sriaiedl § sadei-i® Hifsar $T SUART

ey A sAeciae Rels & IramEl, e sria! # 3 IRl & fiu sagei—®
Hifsar w fFRar § gfS 53 71 S99, JCHTY HeR onfe O sasgie Hifsw & @y 31
Tgad §U, JHH I A aiforifus gegiart ik goreharsl # AaT & [ d8te] & e,
399 & UMW | FEeR Uil & 91 & R uerdRy / 39% ifaaarsi &Y wefed far g1
gl 9T BT T A 919 B8 I 1 ff forar 21 gre & oAt §, way et 3= =amarery
3R AT 91 81 F1< gRT +f FTeHTy & Areny | Ja1 I A=gar T B
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AIRCEL

Certificate

(U/s 65 B (4) (c) of the evidence Act 1872)

Reference: - Notice No. 138 dated 19.01.2015 & email dated 20t January'2015 in respect of providing
certified copy of CDR’s & CAF under FIR no.38/2014 U/S 66C,66D IT Act and 419,420 & 120B IPC Police
station Cyber Crime Jaipur Rajasthan.

IT IS CERTIFIED that Call Detail Record (C.D.R.) of the following MSISDN Nos. 8013773743,
8013773818 & 002348108299419 for the search periods from 5% October’2014 till 30" October'2014,
10t October’2014 till 30th October’2014 & 15t October’2014 till 25 November'2014 respectively, have
been generated from our Computer System and provided to the Deputy Superintendent of Police, Cyber
Crime Police Station, Jaipur.

IT IS ALSO CERTIFIED that the CDR containing the information attached/ given under this case has been
produced by the computer, regularly used to store or process the information pertaining to CDR’s. The
activity to store CDR’s is an automated process that electronically incorporates the data received from
Telecom Switches into database; hence no manual intervention is involved.

IT IS ALSO CERTIFIED that the information containing CDR is derived / produced from the information
/ data automatically incorporated into the computer database during the ordinary course of the
activities.

IT IS ALSO CERTIFIED that condition laid down in section 65B (2) (a) to 65B (2) (d) of the Evidence Act,
1872 regarding the admissibility of data generated as computer output and the computer in question
are fully satisfied in all aspects.

IT IS ALSO CERTIFIED that the information/ electronic record/ computer output containing the CDR,
attached/ given under this case has been produced from the server, using appropriate electronic device
and the contents thereof are true reproduction of its original to the best of my Knowledge and belief.

Thanking you.
Yours sincerely,

For Aircel Limited

od. ficer

Rajasthan Service Area

Aircel Limited
Jaipur Office : 1st & 2nd Floor, Navajyoti, Amrapali Circle, C-Block, Vaishali Nagar, Jaipur - 302021 Ph.+91-6782500201
Registered Office
. Aircel Limited : 5th Floor, Spencer Plaza, 769, Anna Salai, Chennai - 600 002
CIN-U32201TN1994PLCO26608  Phone : 91 - 44 - 28490849 Fax : 91- 44 - 42280155

E-mail: rajasthan.al@aircel.co.in, Websile: www.aircel.com
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CERTIFICATE U/S 65B OF EVIDENCE ACT 1872

/O SHOULD OBTAIN A CERTIFICATE U/S 65B OF EVIDENCE ACT REGARDING THE
ELECTRONIC/ DIGITAL INFORMATION COLLECTED DURING INVESTIGATION FROM
BANKS, MSP, ISP AND OTHERS.

SAMPLE CERTIFICATE U/S 65-B OF INDIAN EVIDENCE ACT

1. ISSUED BY HDFC BANK

CERTIFICATE U/S 2A OF BANKER'S BOOKS OF EVIDENCE ACT,1891

Reg: Investigation of fir 38/2014 66-C, 66D IT Act and 420,419,467,468,120-B of Indian
penal code.

It is certified that the above information is a true extract in printed form of the
relevant data created in the usual and ordinary course of business and stored on the
hard disk of the computer systems installed at branch of the bank.

It is further certified:-

That the Access to the Computer System and the data stored thereon is controlled
by defined authorized roles exercised through unique user id and the associated
passwords. Only the concerned user knows the password and use of ID with
password establishes his identity and accountability. Changes to the data are
controlled through application level checks and controls.

That physical access to the computers/ server room is prevented by locking the
server room and the branch after office hours. Detection of any unauthorized
changes in the data after day end and before day; begin activity is carried through
check — Sum procedures which built into the application program. Unauthorized
changes in the data during regular working hours are prevented/ detected through
verification of outputs with authorized inputs.

That in case of system failure the data is retrieved from the back up kept on tape/
floppy/ cartridge/ hard disk which is under the control of system Administration/
designated employee of the branch;

That back-up is verified by; the system during the process of transfer data to backup
media.

That physical and logical label identifies the data storage media.

That back up devices and media is kept under lock and key which are in the custody
of a designated staff member and that physical and logical access controls are in
place as safeguards against tampering of the systems.

It is further certified that to the best of our knowledge and belief the Computer
system that generated and stored this information operated properly at the time of
such generation/ storage of the data and the printout represent correctly the relevant
data.

For HDFC Bank Ltd.

Branch Manager cum Systems Administrator
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INTERNATIONAL CYBERCRIME

ALY ATSER ITURTE
wﬁ&mﬁgﬁaw&maaﬁﬁs‘ﬂﬁﬁmwﬁﬁwuﬁwﬁ% am?ﬁ?u?
3dY gexe arelt Ml & =y Hahid fear Sar & o SRR affe saeei® Jead § gidl g

TEaR SoRTY fAfrs AR ¥ ¥ AR 37 Wt oruRnelt ¥ ot v g RARIvaT 2, aﬁ?aﬁ’%&mﬁm
BT B YHTGRITAT 3R IFT & o GgaRT B v &1

SRPIT ATFR U B YR —
SITRIPT TS SR SURTY HTHIR W P 1SS H aHiipd (bYW & | d THUPR 5

. TE Afed & fQATE RTY: T9H H1 1 TaR SroRry it § o foelt cafda & Afaaa o
T Bl & | 398 TRy, AR, 2T, $-0e 3IR TauHTE YT 3nfe S SruRTy =i
gl

. Juftr & fIAT® SrRIY: I8 a9 BT § I bt aafad o1 Jufy frdht avg Wk & gt 1 3o
IMHAR WR G JueT, rgeR Fardl, R gHd, HELR YUITel &1 gfd onfe & s
SR M & |

- WPR P fGATE WRTY: Tg TZR WY BT TP Igd aRAIP &0 ¢ Sl ARPI 2Aif 3R
IRET & o 1t TR 8 1 39 WISeR STdpare 3R g MAA B |

- U & O WRTY: AN & RFATH 3OR1Y I TT3eR Al & Sfid o g St 9
AT H TN B TH I UgdT Xg § rordH A3 aRans], SiTedTol, HIgaR 371 3fe M g

SARRTYTT WIFER SHURTY &g BT Ufebar
SARTPR TSR SHURTY Sid BT UfohaT =N H fr Bt ¢ | U S5eR VDIV I8 <1 BTl
TR SIS & o, TP IR SR B v Toikai H2 Foed 31

gferT $t sRars

SR B foarelt cafad o1 TTgER SORTY &1 HTHAT AT ST 6, Y 37U oid o] Jfer R J YR
7 RIprad FHRA A1l g8 IREH ¢ o 5O Trger Id © a1 8| g8 garg &} St § fF a8 s
RIerad &1 gy 541 faya-1a 99 & T i 99 35T H | RIerd fieq IR J/9d &1 g areit
TR 39 SiToRIfAe a1 Rifde o1 oo A & SmuRiEes ok fifae o & anffea st

. THA GO $HRA & 8 yafed 9ed 365 He |
. TP 3fSTAd & & I1 TavaTd ISR & BT ol B 3R 16 | &8 UlhaT Tigdl T URT 177
J 179 & dgd HIHA &of B |

Fdta o RI
Hieftars v oIy W1 & AT  TIgaR 3OR1Y P S Bl ¢ | I8 39 UHR 8-
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1. ATFER AURTY U 3R fAHRI 36713 (ccrou): T8 e Fufeiaa wrd & wy wnfra &

o T YR S@1 & 1Y YOS HRAT 3R TZER SURTY P A D1 SHBRY Th HAT

o 39 HHAl B UM B & (o8 AoedeR [ARwR & A1y T BT, g STR1el 1 AHuUH
3R Uga & forT IT9 gferd 5@ & &1 Bt a3 |

o 3R RUIE fort T FaHTH AT R TSR T TH WG|

. WHIidQQ’I%HSI%QKHﬁWl

o SRS HAAY, YRA WBR 3R WA R TR 3R Sexuld TR & 1Y ATa8d Bl
/R |

2. ITEER 3(URTY S I (CCIC):

o ISP UN AT UR ISR & § SR =1 Wil ffam 2000 & dgd STURIeE
3R &Y g FRaAT & |

3. ISR BRIRYP Y= (Uwed): Jrserk BRRYS TanTRner & Hafifad orf §-

o fORwF T UeH HRaAT]

o RN BRI T Uy R fawm

o HYR T IR T & T WIge TR TgRIdl e B3
o IMITIP T & gHA H Hifsar fagayo uem &3
o O R RM UG HAT 8

4. Aeqd Aife T Hex:

Jead AifHefT ex gexe ot AR iR fddt +ft srammg nfafafmt @) @i & fore Aeads
AT ¢ BT ST BT B |

ELAUI
SO g1 1 o) TS Gferd 16 § | O1F SIcRRISTI ISR SURTY 1 &iid 1 &1 3Telt & ol
T Toi! fafid =i 1 T Uad- Uil & ot GediT &t R A § U a1 a0 R et
%lwmwmﬂwmfﬁwmobequqmm%
BT Uad TOIRid ) aRETe 3R Wiel GHe ye el
. IRER GHAT 3R fazayor
. fEfoca wRies
.« AR 3R HUH
. &y fAmi ek
. UHfae TR JHemd

F3 3= TATaT R g § ot 39 3y g, & fFrue § agarT vt §:

TRRA-YRIG e TgaNT (APEC): TREATLURIT &5 H, APEC TSR YRET B! TgTal ahR AZaR
MRTY F FATe & o 21 Ioxg srforawirsii o1 gAag Hrdr g |
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. TRIT B RS (00): T B aRE I AT AR Fret A A1 ST et e

oy S TR o1 @ [T |

+ Y AY: YYII AP b UM b Hobed § Sl SIeRIPTA HFSR S(URTY b1 SgaR Sff<l bl dgral o H

HEE B § | SATERUI & fAIT, Tohed 56/121 7 Il 1 AP BT, A [IpRyd 37 IR AU

BT W IR B3 & forg Srfd fovar SR A1geR SfuRTY &1 Aeh 3 forw sy fobsa

- THSE AY: APHSA Fiared = "HISd 3 LR U8 SR Jad SuRTY" IR faa, St 53
T ST & R BT H BT SCard i 47|

T A PSS & W U, B3 3 W6 § ol SRIPI Ygdi FAYT $3 & 1T T dial ka1 a1

FA G TR 39 TRE SIARIPTI TSR SURTY P IgaR ofid PRA 5 |
The challenges faced in cases of International Cyber Crime

OId U STRIPR ISR SURTY B 91d Tl 3, A T8 F© g § H 6:

SR ATZSR SURTY & Tod 3T aTe! fAfId BT SHURTENPRUI A P I8 gaied ST 781 5 |
TR S H A S YTt AfaeiTd Tarei T o e | fawa gl g

RTER BT Ul T H gAY U 3R §147 8; 39 HHA A, (WR1Y & Hifdsd Id &7 uar T8t
TR |

SARTP TR TR el BT GUT AR AIH0 A To1 & |

ST 1 Tifehan B STTeh UR 1 U 1 W1 U ST 3R I fawg g | e Fafafed o

A I & DT UTe BT SATaTS 3
- Tt UBR & TR SORTHT 3R SURTE F SORIEAHRU & T SgaR HT g 1LY, 39 A

#, faflr 31 Bt RBHR gRI [HAT AT B

. offa H M TSRET &1 WEeR STATddTd BT FHAT HRA & o8 dh-1d! © 0 d gaferd gl

TIRT| Th EH Dl SRR db1h | TeTadT P oIl dUR ITT ST Mg

o TRER G BT IUTRT HA A AT B SRS (b aT ST AN T |
. TRER SORTY ST H TS S 61 F1eAT iR G131 &1 1eh o3 & forg daR g =nfgu|

TEER H1sH H 9 6T 5, 3R WISl &1 Wea X Ydhs 9 W61 o | ASeR 1Y H affyes S

& §IC Tdds g1 11 Heayut § Fifes amu waft 78t s fob s R R & g1
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CYBER CRIME AGAINST WOME

Afgerreil & fawg ATSaR TURTE

YR H &R IR s, Th Higdl ISR HIEH (cyber crime) BT RIGR gt § 3R 3ffarz"
W 3 T =701 1 §, STet 8 Ud U Hfedl JR&T BT g dF S I8t 8 | ST, Teft-TTaiieT, emyent
&1, O, F&ATH HAT, WST BT, el T 3R MREATd JTd BHRAT ol AI8aR HISH (cyber crime)
g1 o Aieg €| Afgenslt & RIATs WIseR H18H (cyber crime) B THIG RIS ¥ 31ferds AR gl
E{fgﬁ%n@mﬁaﬁ&&ngﬁ@aﬁaﬁﬂmmmﬁgwwﬂﬁwﬂﬂmﬁ‘]%?ﬁ?w
|

$O TS UG ISR H15H 3 gOR! Afgensi &1 fSURE, 3= Yoy S faftr w@rea gef |
@aﬁ;%sﬁ?s‘mﬁ (e — assualt) & HRUT AfgaATY fRidT, g I 3R URRIGS SR Sramial 3
Hfsa gl

33 7 forg ot T Aizra Hifsar gord o1¢ € It &1 dot ¥ Afgare & ufd geR Ry +ft 79T ]
IS A ST & U ST aTcll b & Sfihs! & Ug GerdT gl g

AT AT AT F U U 2017 I AE 2018 T TRZaR RIY J Faiferd 3 areht Rravrat wt
Tam 339 off S 3 2018 T AR 2019 H TEHR 402 B T3 | 3T RS U &l I H TISeR URTY )
Rl & 18% ¥ 3% 31 3& g8 &

Number of cyber crimes reported across India in 2019, by leading state
(in 1,000s)

DOWNLOAD
Kar 12 020
mroFld B
Uttar Pradesh 11416
Maharash
Source

— Show sources
— Show publishe
Release date
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Region
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Survey time per
2019
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WA TSR hISH :

o ARRWIHT: AR & Ufd IREHT I TR 9¢ T 8 | TR AT
IS IR ST TITANT ¥ R et Y R B3 F R Texie F1 ST A BT
Th WP 2 fhd B TR-IR e AT Yol s Revie Yol Wy 3Use TR R Ja-T
3R gexc AT 39 R1Y Bt U7 & 37d &1 TSR Ft URT 354 S & d8d g S
3TRTY B 1 TP WISeR Wi Uifed I WY IRING Tk H 78l STarar g, A1 THBRT IHg]
B & fore fifed BT aifarsT nfafafy o1 @ wadr €, e =0t @ yve) Sar 2|

o HMFEEIA: Y5eR AFEN § A 3R qFRie od aFl 8 I1fid 1 598 T Jeuse R
fdd & IR H I&IH B il BRI BRI BT T1 TfSAl a1 GiTe & I 3R
A & S 3 IR B WS §, S S5 AFRIE dIST iR &8 BT HRUT FHR bt

T &) UfasT &1 FaiG B BT UH I bl B

. $-09 WA I8 T 0T B a1 & S Hevaar it 98 @ 8 Afde Ao are 18 3R gl
T | 98 Aifge &ffc &1 HRUI 7 Jbel 3|

. TR iR Yaga=ia STHeR! W STl &1 A1 3R Urids U & 3R Afedird
BRI U B BT Ua g

o ISR WIET- TSl Tae &1 YRT 66 5 P 3iaiid T8 SS1T WY §, STH AN =4, Ao
JIRH, Bled & B 3R TIUTH St oiTe! IR RepiTeT feasyd o ord g

o ISR UHNITPY- 39 dgd diearsil & 3feeid Hiel a1 difea g1Rid o I iasd Uk
B foar Srar 81 ST Al # ruRieh Wiel & I1Y FSBTS B & 3R &1 B, WM
3R APHA B P oI IThT TEIHTA BT ¢| 3T IR P AU A 3MSct Tae Bt URT 67
3R 67T & 3fild 3 B

o IR AT 3T TrgeR Rl ugd Higarsii a1 wefeal § et s § ok iR 3= fayr
T AP AoIcifhdl SgM P J1¢ Hied T TSB! P ol Hie! g1 &= dd & | 39 a1 YifSdr
J ATATR HTH A b [T scipHd Hd g

HIAR PIId

a1 3R Wenfiet Sifafgw, 2000 & I, fhfiet Muigdr ¥ H3 & fo &3 urist &
TEd TIZaR SURTRT TR AT of fdhdT off Wahell &

o YRT 67 3ad-S AR § SRcd TR B gHIRE a1 vaiRkd S O e §1 oms. A A
UEd & TS B a1E H SMS.AT T 2008 F SR TgT 1301 7 U1 ORes areq TS SR fedt
3R & gRT RepTaf Bl F1E a1 I+t Ty 2|

e URT 66 T YR IaT & AT ¥ MRS Jax Yo, FIATEe 3G & R TH W= i
IART F IR F b al B IR BT A1 8T 3 F A S8 AT (SMHAR W St a1
0 YfthT & U | W1 ST 8) a8 9t gt Wfid €1 39 Fi & fore gon <fiF Ira 9 bt
P 1 A B

e YRT 66 St ISAF Y IRIT T HEER Y I IR JUBRO B A1 I b DI 9ol AT Th
TR BT ST a1 G
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. URT 66 Y 3oaeME SR I 30 UgIH SWaW &I Il o g¥Rl & urgds d
gAaCI e BXATER STTS BT SUINT fo1 IHD! AHBRY & BT

e YRT 66D: HYLR JHIYA T IR IUDHRUN BT ITANT B dTcl Al gRT URIT &= TR T
o B o ¥ <fed farar S, S A 9d 9% B 8T 8 SR AT & e off IRerd
BT <1 U ARd ¥UY I ©l Ahal g |

e YRT 66 5 MU-TAT B Ieca — bl HAfdd & MUAF &F B IFD! AN & o1
%mﬁﬁ?ﬂmwﬁﬁmlm%ﬁﬁqﬂmﬁﬂwmﬁmm ST &1 AT a1 gl

BELIE

e YRT 66 Th: TR AAHAIG — Y B Tohdl, 3RISdT, T Y& B Fax & STe 3R SR
T T Tga- & [ore 3ifighd fadl off Safdd 1 SABR BT AT UTUHRUT o foT HEex
1A T g8 971 YA B3 D] YA B3 DI ZR0G1 G|

e YRT 72: MUAAAT 3R MO 4T = & forg Tl

o YRI 72A: B Bicde b SR a1 BT G B b [ FofT|

o YURT447; ASUNT: T8 URT SRS AR & a5l

o YRT 3548} T8 TS TRIY I Tafrd 81 I8 TIHR B Th T3Y & U & GRUINT &l §
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CELL PHONE TECHNOLOGY

SIM (Subscriber Identity Module)
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KNOW ABOUT SIM CARD

Optlonal Pad
for USE

Optional Pad

GMND fo r_USE

= @D EE

Mini-51M Micro SIM Mano Sim
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GSM dIT CDMA
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gﬂ%%@ﬂgﬂﬂﬁﬁﬂéﬂ 39T BF T SR § Had Th -cdd I gulc ST, CDMA AT
GSMI

« UH GSM & phone H TH specialized card TMET fo1 BT SIM (Subscriber Identity Module) +
dgl Sldl % T SIM carrier specific '@?f% @T%%W phone“?[ gi—l\{ H dedl Sl b dl %ﬁtﬂ
fhafl data & loss BT,

« CDMA device § SIM cards @1 STeRd el % §fcd O ESNs (Electronic Serial Numbers) UX
R ed g,

« CDMA phoneff 3R 3T phoneﬁ activatem%a_d user 1 3T Carrier B call HAT
UI@TITGA’%IT online system WWWU@.W‘ESN’ change%ﬁm.ﬂﬁSIM card%qéﬁ
%W device swapping E@ﬁ%ﬁﬁ%‘r{%

. GSM M flexible € CDMA ! JaT H. TgT SIM card B 3T J Th HERd I G
AiaTsd H 95T o Yobdl 8. 98] CDMA dHt &TH BT 3R ESN database H registered 8
dd.

« 3R CDMA phone §¢ 81 TRT @ 3MTUdh] 4T phone WRIGAT BT, 981 GSM H U1 A &
PIg SR o 8.

« CDMA technology o SareT security 70T Bt AT § GSM &1 KL f[aqﬁ? encryption CDMA
H inbuilt 81 8. SHAT GSM 1 T H CDMA phone calls 98d 81 SITET secure §.

Next-Generation SIM Technology(eSIM):

AR -SRI @ {7 st &1 Embedded-SIM (eSIM) &gl STl g1 39 o &
ool el off IhdT 3R I8 WY 3 fSargy & Ifhe s W %ﬁsﬁ?ﬁ%aﬁvsﬂﬁmemote
SIM Provisioning,” 8! 8, O d&mR A &gy R ol $-Ri &) Refleeh ufdede ax
gad gl 3, Google & Pixel 2 3R Apple Watch 3 (F3 BRI & T
S iier TN € S eSIM @1 ST @R <@ &, S U8 Sied] saa B I B

ICCID (Integrated Circuit Card ID) Number

TS A RT &1 &1 U1 R $18 R gl 8, ST IuanT sufadd U ¥ &1s &l
3RS FX 3R UM A & e fam et g1 37 el &1 W H1e W gfed fovan oran § a1 w1
WWWW“E@WW%I @W%WWWICCID (Integrated Circuit Card ID)%I
IcCIDH 19 ¥ 20 3B B §

Standard SIM microSIM nanoSIM
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g IMEI ok & 1Y YT 781 ST IeT | IMEI TaTSd B 1 Ug<H I §, S iccip fm
PIS BB

T USTdT & 1Y GIR B 90, R H18 FaR 3R Hg@yul gidT § Fiifs I8 T e RI
8 Sl adfas R #1e & deia axar g1 afe 3 s WUS FHIS! B ITINT Hd ©, o Tg A=
AEAYU § fb B A1 HaRd B HTe, Udh EIH0 § &d g1 3T, IcCID of 3R 3Ry foar

IS

H3 UgIHHd! IgeR Wit & fog Aig § e g iccip @it &t siaxadmdr gil g,
R 7g iy gYar 8 for (g Susiaar &1 frg Aeadh T Srde ST T1iey

g Y ORE HTH Hdl o:

. T A fEaRE A U R #1S STen & |

. Sy Iuas AR Aeadh & forg Wit w1 8, fSargd TRer &) UgaH &Is 3P Hrar g |

. R\ &S TgaH ols 30T B3 & AT IccID B BT ST HRAT g |

. TEEA TR GRI UG BIS U B+ &b 1, 3 HuiRa &d & {6 urgs & urg Aeas d o
H &b HYBR g AT |

Tg faRiy U J T & I fHu oF a1d TRNREH & 1Y 31T aRid T BT Hdl §: afe R
HIS Aeddh R 81 8, Al A H1s 3HRex I U A 8, O UTed &) U W Ja1 UM &1 9Kl g,
ITE1 & oY, Tfe 3nuemt feasy ue Hiesd § , 4 Sad SMuTdhTed Jarsil & did &3 &I &HdTl
& TSUHTSER BT ICCID TIER Aedd I H WA §, al SIS HId, Sere S B ugd Wadr g |

What Do the Numbers Mean?

For example, consider the ICCID code: 8901260234814455936F

89 - is an industry code, a product for telecommunications networks.

012 - is usually the same as the country code.

60 - is the area code of the mobile operator in a particular country.

234814455936F — The SIM card number not only has a meaning but acts as an individual
operator.

I.M.S.l.—(International Mobile Subscriber Identification Number )

U% standard IMSI number 15 digit &1 81l § [OTH®T IUANT YGER Aedd & IUANTGH!
@1 UgIH B & o o S § ok a8 Wt Iger Aead I ISt v fafkiy uga @ g1 iMsi B &
3faR YeHPTSeR 3Hgsicc] AlSYd (M) # ¥R i1 § 3R 34 B gRI SUgad HisTgd Aedd TR Hall
ST e 39 64 foe Wits & TU B GULIT a1 SI1dT 8 | 39T SUTNT TaUasiR H Hiasd & 3 faaru
T 3 T RIHTG U ¥ I orex & R &0 J Hidt farg o1 & forg ot fsar san 31
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[.M.E.I - International Maobile Equipment | dentity

IMEI T full form %‘International Mobile Equipment Identity. B Udh QﬂT number % St B
T&® mobile FT fHT TR mobile T ST BT B |

U standard IMEI number 15 digit &1 8IdT 8, 914 H $S additional check number Ht SIST ST B |
TIRTIMEI/SV (SV means Software Version) 16 digit &1 gIdT g, Qe 3 Hdd 1T Mobile Phones &
g1 BT 81 IMEI number 3{§ ad phone &1 U8 dd o fRAffd T8l I8 Ta1 8, 399 Y B device
&I block Ht f5aT ST goar 81 Tfe 3MUHT Mobile Phone TR 81 70T § Y 39 number & SR 39
30 local Service Provider @1 Jfad HR 3T number ®I block YT HR THd §1 T number &1
SIIHTE SATGIR Police TR fahd T phones &1 Ual @1 = & fod Bt B 1

T 2004 ¥ 31t F format F& T UHR F § AA-BBBBBB-CCCCCC-D. TTH USH &l YT labelled A
3fR B &I &8I 9ITdT & Type Allocation Code(TAC), 3R T directly Manufacturer 31R Phone & Model
¥ YUY 31 IC8RUI & FY H iPhone5 BT TAC 8§ 01-332700 3R Samsung Galaxy S2 &1 & 35-
853704. TIRT YT labelled C T serial number § S B1 unique BIAT 8 T4 handset & forT 8iR 3 a1
W_CIT%GF mobile BT manufacturer 3R last digit Uh checksum s\lcll % SREY TAHIC @ string Gall

verify @3 & T gt g |

Use of IMEI Number

T ST <Y IMEI Number &1 360 %TH § Mobile &1 identify AT, At 3% gkt vrre §
S @Y Mobile Phone &t AT 1 AehHT 3R WIS ST H police Bt AEE HRAL S BT+t mobile &1
unigue IME! Number B1dT € d 3 Seal el S Tebd, afe @t IR gErT sIM it 3%qard &) a9 of af
Mobile Phone &1 SXIHTA &l @R Hdhdl dld 34 block HR fddT T 8L IMEI Number &1

device hardware H 3181 I8 Hard Coded {31 7T 81T ©, fST9 SRUT 34 remove BT ST 3T 81 &
fFT mobile 1 TR fH3.

afg BHRI Mobile Phone HH T E?f g1 E?f 3R 3R E:"l:le[ complain T feur aa ETIﬁ’ sarvice
provider & U option sﬁm%aﬁa‘rw Mobile Phone @1 IMEI Number &% GRT Blacklist Wﬂﬁ% 3R
JYh] el location lﬁ%ﬁﬂﬁ%
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How to Find IMEI Number)

Maximum Mobile § *#06# enter B ¥ 3TYPT IMEI Number f&@1 a'\"lT%

AP 3Pl BT fAuRRor di9 9o | fBar S 2:

|.M.E.|. TFR—490154203237518 3ifc Digit @& Digit BIaT & foresT Seaura gt
string B verify B & forg fasam I 2| I8 36 CDR H 0 Display BIAT © T I8 &4
gdr & {6 dRe th f$fie w8 |

AP Digit BT SITERT—
I.M.E.I. Check Digit Formula

IMEI 4 9 0 1 5 4 2 0 3 2 3 7 5 1 ?

Double every
other

18 0 2 5 8 2 0 3 4 3 14 5 2 ?

Sum digits 4+(1+8)+0+2+5+8+2+0+3+4+3+(1+4)+5+2+?=52+7?

Sum Divisble By 10 We Need =8
Check Digit =8
Last Digit =8
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GSM Architecture

The GSM architecture consists of three major interconnected subsystems that interact with
themselves and with users through certain network interface. The subsystems are Base Station
Subsystem (BSS), Network Switching Subsystem (NSS) and Operational Support Subsystem
(OSS). Mobile Station (MS) is also a subsystem but it is considered as a part of BSS.

ﬁigistug
EIR " L HLR
- Aucl':]——ﬁ VLR

MsC GMSC ’l

Interface 1o the
landline etvork

e N 2 s
components |\ —E“-'—]/Bsc -
N ola

s e

Base stations with % components, the Switching nodes with
transmilting staion and the comial unit negisters

1. Mobile Station (MS): Mobile Station is made up of two entities.
A. Mobile equipment (ME):

e |tis a portable, vehicle mounted, hand held device.

e |tis uniquely identified by an IMEI number.

e It is used for voice and data transmission. It also monitors power and signal quality of
surrounding cells foe optimum handover. 160 characters long SMS can also be sent using
Mobile Equipment.

B. Subscriber Identity module (SIM):

e Itis a smart card that contains the International Mobile Subscriber Identity (IMSI) number.
o It allows users to send and receive calls and receive other subscriber services. - It is

protected by password or PIN.
e |t contains encoded network identification details. it has key information to activate the

phone.
e |t can be moved from one mobile to another.

2. Base Station Subsystem (BSS): It is also known as radio subsystem, provides and manages
radio transmission paths between the mobile station and the Mobile Switching Centre (MSC). BSS
also manages interface between the mobile station and all other subsystems of GSM. It consists of
two parts.

A. Base Transceiver Station (BTS):

e It encodes, encrypts, multiplexes, modulates and feeds the RF signal to the antenna.
e It consists of transceiver units.
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e [t communicates with mobile stations via radio air interface and also communicates with
BSC via Abis interface.

B. Base Station Controller (BSC):

e It manages radio resources for BTS. It assigns frequency and time slots for all mobile
stations in its area.

o It handles call set up, transcoding and adaptation functionality handover for each MS radio
power control.

e It communicates with MSC via A interface and also with BTS.

3. Network Switching Subsystem (NSS): it manages the switching functions of the system and
allows MSCs to communicate with other networks such as PSTN and ISDN. It consist of

A. Mobile switching Centre:

e ltis a heart of the network. It manages communication between GSM and other networks.

e It manages call set up function, routing and basic switching.

o |t performs mobility management including registration, location updating and inter BSS and
inter MSC call handoff.

e It provides billing information.

e MSC does gateway function while its customers roam to other network by using HLR/VLR.

B. Home Location Registers (HLR): - It is a permanent database about mobile subscriber in a
large service area. - Its database contains IMSI, IMSISDN, prepaid/post-paid, roaming restrictions,
supplementary services.

C. Visitor Location Registers (VLR): - It is a temporary database which updates whenever new
MS enters its area by HLR database. - It controls mobiles roaming in its area. It reduces number of
gueries to HLR. - Its database contains IMSI, TMSI, IMSISDN, MSRN, location, area authentication
key.

D. Authentication Centre: - It provides protection against intruders in air interface. - It maintains
authentication keys and algorithms and provides security triplets (RAND, SRES, Ki).

E. Equipment Identity Registry (EIR):

e ltis a database that is used to track handset using the IMEI number.
e Itis made up of three sub classes- the white list, the black list and the gray list.

4. Operational Support Subsystem (OSS): It supports the operation and maintenance of GSM
and allows system engineers to monitor, diagnose and troubleshoot all aspects of GSM system. It
supports one or more Operation Maintenance Centres (OMC) which are used to monitor the
performance of each MS, Bs, BSC and MSC within a GSM system. It has three main functions:

e To maintain all telecommunication hardware and network operations with a particular
market.

e To manage all charging and billing procedures

e To manage all mobile equipment in the system.

Interfaces used for GSM network :

1)UM Interface —Used to communicate between BTS with MS

2)Abis Interface— Used to communicate BSC TO BTS

3)A Interface-- Used to communicate BSC and MSC

4) Singling protocol (SS 7)- Used to communicate MSC with other network .
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Common Mobile Forensics Tools and Techniques

Data acquisition is the process of gathering information from mobile devices and their associated
media. This process reduces the chances of data loss due to damage or battery depletion during
storage and transportation. Mobile device identification is necessary at the beginning of the forensic
examination. The identification process includes understanding of the type of cell phone, its OS, and
other essential characteristics to create a legal copy of the mobile device’s content.

There are many tools and techniques available in mobile forensics. However, the selection of tools
and techniques during an investigation depends on the type of mobile device and its associated
media.

Gather Data from Mobile Devices

The data can be gathered from mobile devices in two ways, namely, physical acquisition and logical
acquisition.

Physical Acquisition, also known as a physical memory dump, is a technique for capturing all the
data from flash memory chips on the mobile device. It allows the forensic tool to collect remnants of
deleted data. Initially, the received data is in raw format and cannot be read. Later on, some methods
are applied to convert that data into a human readable form.

Logical Acquisition, or logical extraction, is a technique for extracting the files and folders without
any of the deleted data from a mobile device. However, some vendors describe logical extraction
narrowly as the ability to gather a particular data type, such as pictures, call history, text messages,
calendar, videos, and ringtones. A software tool is used to make a copy of the files. For example,
iTunes backup is used to make a logical image of an iPhone or iPad.

Data Types Can Collect from a Mobile Device

Students should understand data types before the collection of data from a mobile device. The
common data types include contacts list, call log, SMS, images, audio, video, GPS data, and apps
data. Also, both current and deleted data types can be extracted from a mobile device.

Call Detail Records (CDRs): Service providers frequently use CDRs to improve network
performance. However, they can provide useful information to investigators, as well. CDRs can show:

Call started and ended date/time

The terminating and originating towers
Whether the call was outgoing or incoming
Call time duration

Who was called and who made the call

Almost all service providers retain these important records for a certain time. The forensic specialist
can collect these records if he requires. However, the collection of this information depends on the
policies of the concerned state. Every state has different laws in this regard.

Global Positioning System (GPS): GPS data is an excellent source of empirical evidence. If the
suspect has an active mobile device at the crime scene, GPS can pinpoint his location as well as his
criminal acts. GPS also locates the movements of the suspect from a crime scene to the hideout.
Furthermore, it helps in finding phone call logs, images, and SMS messages. Presently, a GPS
system includes 27 satellites in operation.

App Data: Many apps store and access data the user is not aware of. In fact, many apps seek
permission during the installation process to access these data. For example, photo or video editing
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apps request permission to access media files, camera, and GPS for navigation. This data can be a
primary source of evidence to the court.

SMS: Text messaging is a widely used way of communication. Text messages leave electronic
records of dialogue that can be presented in the court as evidence. They include the relevant
information such as:

Date/time of each message
Phone number of sender and receiver

Photos and Videos as Evidence: They can be a tremendous source of evidence, but their relevance
to crime and authentication is crucial.

Tools & Techniques Used in Mobile Forensics

Forensic software tools are continually developing new techniques for the extraction of data
from several cellular devices. The two most common techniques are physical and logical extraction.
Physical extraction is done through JTAG or cable connection, whereas logical extraction occurs via
Bluetooth, infrared, or cable connection.

There are various types of tools available for mobile forensic purposes. They can be categorized as
open source, commercial, and non-forensic tools. Both non-forensic and forensic tools frequently use
the same techniques and protocols to interact with a mobile device.

Tools Classification System: Forensic analysts must understand the several types of forensic tools.
The tools classification system offers a framework for forensic analysts to compare the acquisition
techniques used by different forensic tools to capture data. Figure 1 shows the system:

a

Figure 1: Mobile Device Tool Classification System

Manual Extraction

The manual extraction technique allows investigators to extract and view data through the
device’'s touchscreen or keypad. At a later stage, this data is documented photographically.
Furthermore, manual extraction is time-consuming and involves a great probability of human error.
For example, the data may be accidentally deleted or modified during the examination.
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Popular tools for manual extractions include:

Project-A-Phone
Fernico ZRT
EDEC Eclipse

Logical Extraction

In this technique, the investigators connect the cellular device to a forensic workstation or
hardware via Bluetooth, Infrared, RJ-45 cable, or USB cable. The computer—using a logical
extraction tool—sends a series of commands to the mobile device. As a result, the required data is
collected from the phone’s memory and sent back to the forensic workstation for analysis purposes.
The tools used for logical extraction include:

XRY Logical
Oxygen Forensic Suite
Lantern

Hex Dump

A hex dump, also called physical extraction, extracts the raw image in binary format from the
mobile device. The forensic specialist connects the device to a forensic workstation and pushes the
boot-loader into the device, which instructs the device to dump its memory to the computer. This
process is cost-effective and supplies more information to the investigators, including the recovery of
phone’s deleted files and unallocated space. The common tools used for hex dump include:

XACT
Cellebrite UFED Physical Analyzer
Pandora’s Box

Chip-Off

The chip-off technigue allows the examiners to extract data directly from the flash memory of
the cellular device. They remove the phone’s memory chip and create its binary image. This process
is costly and requires an ample knowledge of hardware. Improper handling may cause physical
damage to the chip and renders the data impossible to retrieve. The popular tools and equipment
used for chip-off include:

iSeasamo Phone Opening Tool
Xytronic 988D Solder Rework Station
FEITA Digital inspection station

Chip Epoxy Glue Remover

Circuit Board Holder

Micro Read

This process involves interpreting and viewing data on memory chips. The investigators use a high-
powered electron microscope to analyze the physical gates on the chips and then convert the gate
level into 1's and O’s to discover the resulting ASCII code. This process is expensive and time-
consuming. Also, it requires an ample knowledge of hardware and file systems. There is no tool
available for micro read.



Page |83

CALL DETAIL RECORD (CDR) AND ANALYSIS
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CDR DATA AND ANALYSIS

Hidt ST RIS (TSSMR) THUATY 3R Hid &1 U faxgd Repls & ot bt Jar varar & wesd
ERI NS 3R U fBATAAI R 1 I8 T AR SR U Sl g o fh ] dfewy Y feq o fRufd, ad
BT WM, geAc BT faavur, ifiipay Tud ex, fafd, 0y, elar RIH 31 Bt Uga B33 & A B
Ipag|

FRaferad faavor vaeadt @ v fvar s gedar 8-

o HIATSCANDIS (CDR)
o TgEhIsIR fSed RIS (SDR)
o TP ATAGH U (CAF)

CDR formats
e Text (plain text)
Html (hypertext markup Lang)
Xls (Excel file format)
.csv (comma-separated value)- flat file
.pdf (portable document format)

FWR Ie A YRS g ST & iifep et +f Ya1 eran & ura ¥ femniaw =gt @ b fvw
TR H SRy ) fea T 8 | 3 et URe T T ueTarsll gRT Ried gR1 $ifel-sRe fhu o § ok
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. S Pid faavun
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alC

—S002T

Total colums:-

Words Shown In CDR

CALLING PARTY NO
CALLED PARTY NO
START DATE

CALL TIME

BILL DURATION
FIRST_CELL_ID
LAST_CELL_ID

CALL DIRECTION
ESN_or_IMEI_NO
MIN_or_IMSI_NO
TYPE OF CONNECTION
SMS CENTRE
ROAMING DETAILS
BTS_ADDRESS

MO = Outgoing,

MT = Incoming,

SO = SMS Out,
ST=SMS In,

CF = Call Forwarding,
PP = Prepaid,

PO = Postpaid,

N/A = Not Available in CDR,
2G:- 2G-Voice Call
2G-SMS,

3G:- 3G-Voice Call
3G-SMS,

3GV:- 3G-Video Call




[ Caling(a)  Called(B) | | i =T Call | |
Fa 2

9168619194661 g £8394 27-08-2014 21:13.09 -20-11-3 £0420308264
919619194661 919857408334 27-08-2014  21:13:34 404-20-11-575¢ SME-C 2 g £(420305264
919819194861 910857458394 27-08-2014 21:23:53 434-20-11-3 SMS-Out  91124C¢ g74! 40423305264
919819194561 3076919702627530 27-08-2014 21:24:38 269404-20-11-37¢ -20- Call-Out  91124090277¢740 £0420308264

404-20-11-34271 [e=181y 91124090277S740
LIE R EIEACal-Out  91124090277S740

il

Called [B)
Party

3

A GSM C

R P
US>Tu [A® )
(BTS) or s
code (LAC
digitof C

TOFTFRELEERFEFLNIG1- 501151571 Caloul 91134090327 70740



Page |89

.. 7 < 1r <T T =T <7 o) S| 2 [t
Bt o e e e e e o T e RS R R
(% i m o "l b hb h- ﬂa
™ )| =FSES.g8
K _ 5 : . - & T
. JI N £8227%3g
= 2 2 ' - T3 - @ e
L N . N c . 88088 wme
T i Q) = EF w ol e 8" .2 nh s .
> - C_m ,..I_._ T - A )
i ¢ lﬂﬁ 2 BN 2 7 ﬂT o T g5 & &
| Nop g S e)d EC_<25%
m. 1 1mm Mw m | —~ EJ n - -D ﬁh
il & 9 = & o Q - O S =Y
5 I 8 2© ¥ 1|5 &5 59252
il el E© b i emmd S =& -
25y N ] 33 =. 8% s 3 R b= =02 S _w = 2
w \yun mw = ( .Mm v .mw -~ 2 R - % ¢ O 0D .w = w nm
L 2 I o = = | s e . w - o
m ¢ .m“ O O om 1mm ,nll = ._m 3 - _A o AU L .ulu ) @ ;)
: o0 cc S <=°© : =5 SET o RN
< 2l 60 = |1 | & S 0 S it
H = — — 2 - e l. d“ 0 'l 1
d 9 ® ] O QO E T 4 mw s = O £ = 0
[SRE - 4 ﬂq n“ ™ ] e— lq = a .U q' Au C
o 55 BT «« : N "esEc2T ® £
=y 0o L " - o (=] QW O .=
aE = = == 95 2= e
g E. > IR i O
m 7 o - G o= c 6 ©Q
= (o]] L | — - nv
3 R QW O N 4 m" "W._ a_” - 09 & =
= ﬂ."_ .l_.- —Ju. ..I_L_ ,Q__w G_d_ = | S “u o~ M“ - .m =
) I3 wu <% g g w ©o 8E=E 0O Mm &
o = o} , ) o . ! - .._I
L T ST <9 5 SW 39 &
i NENSRENNEUENENNVANNANSNAENONE Ll lllllllllllllllll.




Page |90

I callina (&) Called (B} | I I I [ Call | T
] Party Party | Date | Time |Duration| FirstCelllID  LastCelllD | Tvpe | IMEI | IMSI

9198674553394 27-08-2014

2113

5 303-25-11-04272 0

MCC (Mobile Country Code) MNC (Mobile Network Code)

LAC (Location Area Code)

CID (Cell ID)

Il 2 ) 2 )
R Bidg | | Z Alin One &
3 ST o e |cellld6793 || *
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CDR File

P Contains all the details corresponding to a particular mobile number for a fixed period.

P The details incorporated in this CDR file are

P cell numbser,

P call type whether the call is incoming, outgoing,
P whether the text message is sent, received,

P IMEI number,

P IMSI number,

P call date, call time, call duration,

>cell, cell last etc.
Tower CDR File
P Tower CDR File refer to call evidence document corresponding to any tower used by any mobile

number
P Contains all the communication made using a particular tower.
P The details incorporated in this CDR file are

P Called number,

P Calling number,

P Call flow direction,

P 1d of the tower,

} Duration etc

SDR File
>SDR(Subscriber Data Record) file contains different details of the subscriber or customer.

P Contains:

P Mobile Number,

P Permanent address,
P Present address,

P Customer name and other customer related details
Cell ID File
D Cell ID File is maintained by different service provider to hold the tower related information.

>The file contain information's like :
P Location of the different tower available,

4 Latitude, Longitude,
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P Address of the located tower,

P Tower ID in different formats like full CGI or part of the tower ID

NOTE:-

1- ALL INFORMATION/ RECORDS SHOULD BE OBTAINED THROUGH ISSUING A
NOTICE U/S 91 Cr. P. C TO CONCERN AUTHORITY.

2- NOTICES TO ISP, MSP & SOCIAL SITES U/S 91 Cr. P. C. WILL BE ISSUED BY THE
SIGNATURE OF DISTRICT SUPERINTENDENT OF POLICE/ CONCERN DCP.

3- NOTICES TO BANKS AND OTHER AUTHORITIES MAY BE ISSUED BY THE 1.0/ S.H.O.
OF CONCERN POLICE STATION.
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ANNEXURES
NAME OF WEBSITES TYPE OF INFORMATION/ RECORDS
1 | http://www.whatismyip.com/ Access about ISP of IP Address.
http://ip-lookup.net/
http://www.iplocation.net/
2 | http://www.whoishostingthis.com/ Search about the registration and profile details
https://www.whois.net/ of a website.
http://www.ip2location.com

3 | http://www.indiatrace.com/ Information about the name of mobile

http://trace.bharatiyamobile.com/ number's company and their related state.

4 | http://www.nobbi.com/imeicheck.php It provides the name of mobile company & its
model number from IMEI number of mobile
phones.

5 | Ipconfig/all For MAC address of HDD.

6 | https://shtuff.it/ To know about the name of manufacture

http://hwaddress.com/ /Company MAC address.

7 | http://www.ip-tracker.org/ To get IP address from email header.

http://www.cyberforensics.in/

http://www.iptrackeronline.com/

IMPORTANT MAIL ADDRESSES OF ISP, MSP, PAYMENT GATEWAY AND OTHERS.

S.NO. | Name E-mail Addresses

1 Facebook records@fb.com

2 Yahoo In-legalpoc@yahoo-inc.com

3 Google/Gmail Lis-apac@google.com

4 Rediff Mail legal@rediff.com

5 Microsoft leportal@microsoft.com

6 Bill Desk nrevani@billdek.com
support@billdesk.com

7 Mobikwik partners@mobikwik.com

8 EBay India inathani@ebay.com

9 Flip kart sachin@flipkart.com

10 Snap deal Id=info@snapdeal.com
Id=help@snapdeal.com

11 Pay tm care@paytm.com
info@customercarenumber.co.in

12 Aircel Rajasthan.nodeldesk@aircel.co.in

13 Airtel Rajcircle.nodelofficer@in.airtel.com

14 BSNL Bsnl mou@yahoo.co.in

15 Idea Inodel.raj@idea.adityabirla.com

16 Vodafone Nodeldd.rajasthan@vodafone.com

17 Reliance Vinay.k.sharma@relianceada.com

18 MTS Rajcircle.nodelofficer@mtsindia.in

19 TATA Securitywing.rajasthan@tatatel.co.in
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SAMPLE OF A NOTICE U/S 91 CrPC

Office of Dy. Superintendent of Police,
Cyber Crime Palice Station, Jaipur, Rajasthan (I ndia)

Date :-
Notice u/sec. 91 of Cr.P.C.

To,

The Manger (IT)

Tata Internet Services,

India.

Whereas, acriminal case has beenregistered at............. Police Station on-----

-------------- ,vide F.I.R.No.............. Usec. in which investigation is being carried

out by the undersigned.

Whereas, | have reasons to beieve that the following documents and information, are
your custody, and are required for investigation of the aforesaid case, you are directed
to produce the following documents and provide information on following points, on or
before---------------- , €ither in person or through your representative with the print-outs
related to following information which are certified and the soft copy which is properly
sealed.

All identifying particulars related to your Internet Access subscriber who was allocated
the following I.P. Addresses on the date and time mentioned each of them

I.P. Address

Date

Time

All the Internet access logs related to the above I.P. Address allocation on the date and
time mentioned against each of them

SIGNATURE WITH SEAL OF
INVESTIGATION OFFICER

Provisions of 91 Criminal Procedure Code :-

91. Summons to produce document or other thing.-

(I Whenever any Court or any officer in charge of a police station considers that the
production of any document or other thing is necessary or desirable for the purposes of
any investigation, inquiry, trial or other
proceeding under this Code by or before such Court or officer, such Court may issue a
summons, or such officer a written order, to the person in whose possession or power
such document or thing is believed to be, requiring him to attend and produce it. or to
produce it.
at the time and place stated in the summons or order.

(2) Any person required under this section merely to produce a document or other
thing shall be deemed to have complied with the requisition if he causes such document
01' thing to be produced instead of attending personally to produce the same.
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Annexure 5-8: Sample Letter to the Service Provider

From:
Mame of the Investigating Officer ar Supervisory Oficer Place
IPalice Inspector or abowe} Date

Provide Full address, phone number and Official Mail 10.

MOTICE UNDER SECTION 91 CrPC
Ty,
The Manager

ABC Company
ISP Division, Mumbai.

Sub: Request to furnish the details about the IP address.

Ref: Crime Mumber: sooooocon; s wooemonn of ITAAZ008 of wooooes: Police Station, woooooce City £ District
With reference to the sbowe cted subject, the undersigned & investigating officer o the ciminal case
imviertionid aboe. Far the purposes al irestigation, ditails of the sitscriber and histhes physical address
details are required as per below mentioned |P addresces,

203,94, 218,220 on 07 Feb 2008 at 05.01:24 pm GMT {22:31:24 in 15T)

Please treat the matter as most urgent.

(Signature of the Imvestigating Officer or
Supervisory Officer Demanding Infarmation)
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Annexure 5-6: FSL Requisition-Information to be Furnished
Information needs to be furnished to forensic examiner and request for specific information based on the type of

crime:

(Juestions and information comman to mast of the cases/incidents

Brief facts of the case

Details/description of the objects

Date and time of collection of the objects

Status of the objects when collected (powered on and powered off)
Seized from — person, organization, location, etc.

Seized by — persan and organization

Please recover all the deleted folders and files from the system
Please provide the list of all files 2nd folders from the systam

(Questions to be asked in case of “Computer as a target” cyber crime

What type of operating system has been installed in the computer?

When was the operating system instalied?

Please provide the user names,/users present in the system

What programs or software is instzlled in the computer?

What is the [P address assigned to the system, if any?

What is the MAC address of the system?

Are there any information relating e-mail addresses present in the computer system?
Are there any chat messenger software installed. If so, are there any chat |Ds/profiles?
Any suspicious or malicious software installed?

Please provide the Internet history of the computer (Web sites accessed, files uploaded, downloaded, etc.)?
Are there any firewall logs available in the system?

(uestions to be asked in case of "sending threatening e-mail”

Whether sender’s e-mail address is present in the seized hard disk.

Whether receiver's e-mail address is present in the seized hard disk.

Whether the contents of the e-mail message (subject mail of case) is present in the hard disk.
Any informztion relating to the IP addresses are available?

(uestions to be asked in case of "Creation of obscene profile/hosting of obscene videos™

Whether the obscene information (subject in the case) is present in the seized hard disk
Whether any e-mail |0 relating to the hosting of the obscene profile is present

(uestions to be asked in case of “Computer as an Instrument/ Repository™

What is the operating system of the computer?

Which are the user accounts that are present in the computer?

What financial applications/software applications are installed in the system?

Are there any logs available for these applications?

Please provide the list of files/filenames that were recently accessed

What external devices (like thumb drives/external hard drives) were connected to the computer?
Are there any databases and excel spread sheets available in active or deleted state?

Are there any accounting packages/software installed?

Are there any encrypted or password-protected files available? If so, please extract the content from them?
Are there any pornographic images/videos present in the computer system?

Was the system date and time changed at any point of time?
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GUIDELINES TO PREPARE CHARGE SHEET

All the relevant information shared by the complainants during registering the
FIR/course of investigation should be included in the charge sheet.

Please make sure the sections mentioned in FIR are still applicable for the case
or it advised to file a requisition to change of sections before the case including
appropriate ITAA 2008 and other supportive IPC, special and local laws. ( there
are number of incidents, 10 filling the charge sheet under wrong sections of IT
Act )

Make sure the search and seizure procedure along with chain of custody and
DEC form are included in the charge sheet.

Make sure the nature of cyber crime and the necessary information/analysis
requested from FSL or forensic examiner are incorporated properly in charge
sheet.

Please provide the detailed information about the crime scene and the process
10 followed to identify the systems used/ affected in the crime.

Please include all the technical persons who identified, produced and analyzed
the digital in the case as witness.

Please include the incidents occurred in the chronological order of time to
establish the crime along with findings.

Please burn (store/Image) on the digital evidence collected during the
investigation in a blank CD-R.

Please create separate list of digital evidence in a CD. That will be presented
exhibits having list of all digital evidences in chronological order at submitted
along with charge sheet.

Do not forget to mention FIR number and charge sheet number on CD and other
hardware seized during investigation.
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